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NOTE: This chapter covers specialized technologieedommerce and transaction processing. The
reader may choose to postpone this discussidatdil

8.1 Introduction

Many enterprise architecture and integration ptsjgw/olve ecommerce and transaction processing
applications. Simply stated, ecommerce (EC) reptedmiying and selling over the Internet. At the
core of ecommerce is on-line buying/selling throwgltatalog using a shopping cart, electronic
wallet, or similar tool. Ecommerce includes botimsumers purchasing goods and on-line buyers
purchasing goods from a single supplier. It caa &islude links to back-end systems for inventory
updates and credit checking. Technically speakiogmnmerce translates into the need for consumers
to purchase items (C2B) and frequently to carry business transactions across multiple
organizations (B2B). In this chapter, we are prilpaconcerned with the details of the EC
middleware needed to support EC transactions tbeepublic Internet. At a very basic level, the
following core EC functionalities need to be supgdr

= Advertising

» |tems Browsing, selection, items purchase cart gemant
= Purchasing

= Billing /invoicing

= Payments

Shipping methods and inventory management for palygood

The infrastructure supporting these functionalitiesubject to stringent security, performance and
reliability requirements. A wide range of IT infragture components are needed to support these
and other EC activities. Figure 8-1 shows a hegillview of the IT infrastructure services neetted
support variants of EC. This chapter concentratesCanmerce Servers that package several
technologies (network support, EC middleware sesyi&C software development environments,
and EC monitoring/control systems) to build, deog manage EC applications. These servers are
also known as eCommerce servers (see the sidelmanni€ce Servers Versus Application
Servers"). At a conceptual level, the IT infrastioe of the commerce servers consists of the
following:
= Networking servicesto provide the network transport between EC pastriEhese services
include the traditional routing and flow/error catsupport. The network services have been
provided by private value added networks (VANS) &gt now being provided through Public
Internet and/or Extranets that use the Internéntaogies over privately owned and/or managed
networks. See Section 8.3.1 for more details.
= General purpose Middleware servicesto support interactions between remotely located,
including but not restricted to, EC partners. Thesee components provide Web services,
directory services (e.g., locating the wide rangdeG services), electronic messaging (e.g.,
Email), remote data services (e.g., bulk data feanbrowsing, and programmed access), and
remote application services (e.g., interactionsvéen EC users and EC applications through
remote procedure calls (RPCs), message orientedlawigre (MOM), or Web Services calls).
These services are not discussed in this chapésr ifave been discussed in previous chapters).
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= Ecommerce middleware serviceso provide value added features needed by ECcafiphs.
Examples of these services are purchasing, paynatitsg, EDI, and XML support. This
middleware is the focus of this chapter. Additiodetails about most of these services can
found in Section 8.3.

= B2B middleware servicesieeded to support the B2B trade. Examples of s@stes include:

be

support for supply chain management, enterprisegtation software, and electronic

markets/trading hubs. These services are discirssgate detail in a later chapter.
= Security issues in EC/EBo assure that the information transfer betweetngiar is conducted
in a secure manner. We will discuss this topidligrie Section8.4.

Commerce Servers Versus Application Servers

The termcommerce server (CS) is often used loosely in the industry to dbsdhe set of subsyster
bridging the gap between a web server and a payseergr. Common functionality of a CS inclug
shopping carts, catalog management, purchasing (egj., customer verification), logs/audit trads
track sales activities, and interfacing with theksand enterprise systems such as payment,
processing, and inventory control. Sometimes tha is used to include the web server and/or
payment server itself. The following figure shawsonceptual view of commerce server.

Simply stated, arapplication server (also known as app server) is a platform for dguweknt,
deployment, and management/support of Web-basddatgms. The current and future versions
application servers include facilities for devel@m deployment, and management of web-X
applications. This includes facilities for EJB (&mtrise Java Bean) component development, X
exchanges, load balancing, failure handling, aagtads for connecting to back-end applications.

In essence, a commerce server is an applicativardbat specializes in e-commerce. An interes
illustrative example is the Netscape Applicatiomv8ethat combines web development capabil
with enterprise applications that integrate withipooate data sources. At present, this server
evolved into Sun Iplanet that provides a complet®te-commerce facilities.

Commerce
Server Advertising
HTTP Pages
Web «— [~ Web
Browser Server
1 Back-end
Purchasin Systems
System Adap'[ef}(Order Processing,

Inventory Control
Payment)

Product

Catalog

Conceptual View of a Commerce Sever
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Many commerce servers are becoming commercialljall@ Microsoft's Commerce Server, Sun

's

Iplanet, and IBM's WebSphere are examples. It isoupobjective to analyze commercial products

in detail. Instead the building blocks of commesegvers are discussed in some detail.
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Ecommerce systems rely very heavily on transagiiopessing systems to make sure that all data is
properly synchronized and no transactions aredostto system failures. Attachment A (Section
8.10) gives some technical details of transactianagement, especially in distributed environments.

General C2B B2B Applications ipel?ia"_zed
Distributed Applications (e.g., supply pptﬁatlonslt' i
Applications | | (e.g., ecommerce) chains, emarkets) | (mobile, ﬁ}u imedig

A

1)

SpecializedeiddIewar e
(mobility, multimedia)
v i A

v

B2B Middleware
(e.g., B2B workflows, B2B
application Integration)

Middleware
Platform

C2B Middleware (Application
(e.g., ecommerce middleware) Server)

v #
General Middleware

(e.g., Web Technologies, Remote Application anchbase Access,
Distributed Object Computing, Distributed Transaut)

v $

Network Services

- TCP/IP

- wireless, ATM, frame relay, DSL, Fiber Networks

Figure 8-1: IT Infrastructure for E Commerce.

The Agenda
* Overview & eCommerce Middlewar

« eCommerce Security
« eCommmerce Platforms
Distributed Transaction Management
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8.2 Intemet-based Purchasing Overview

8.2.1 Case Study: Online Purchasing for XYZ Corp

XYZCorp wants to setup an on-line purchasing sydfesh will allow customers to purchase the

company products through the Web. You have bearddskworkout the details to make it happen.
Specifically, you have to develop an overall agghiire of the system, show how the payment
system will work through a credit card, identifyetkey players and their role in purchase order
processing, develop a security solution, identiiy tole of XML in this system, and find an e-

commerce platform that can support this systemwillgrovide hints about this at the end of the

chapter.
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= Get the demo copy of the selected e-commerce plaffavailability of a demo copy may be a
selection criteria), download it and run some semgkperiments to see how these platforms
work.

= What will you need to do to convert this storefriomd a virtual storefront (i.e., the customer can
choose items from multiple suppliers)?

8.2.2 A Quick Overview

Purchasing is at the core of Ecommerce. As showRigure 8-2, the purchasing process consists of
several steps that can be viewed in terms of prehpse, purchase consummation, and post-purchase
activities. EC middleware must support these digs/obver the Internet. Let us explain the prirespl

of Internet-based purchasing through two simplemges. We will postpone, until later in this
chapter, the discussion of more sophisticated psieh models such as trading hubs, clearing
houses, and electronic marketplaces.

Pre-Purchase Activities

*Product search and discovery
*Comparison shopping and product selectio
*Negotiation of terms (price, delivery time)

i
i E-procurement
Purchase Consummation
*Placement of order Do everything
*Authorization of payment electronically

*Receipt of product

l

Post-Purchase Activities

*Settlement of payment disputes

*Resolution of quality issues (e.g., return policies)
*Customer questions and answers

Figure 8-2: Purchasing Steps

8.2.3 A Simple C2B Purchasing Example

Let us start with a simple example of a companiilzets to establish an electronic store front, i.e
allow customers to buy the products from the compmaer the Internet. The following discussion
shows the usage scenarios and elaborates thipakiactivities of Ipurchase, a system developed to
support the storefront. Figure 8-3 shows a siiedlifview of Ipurchase with various Web
technologies such as HTTP, HTML, etc. The usageas®os are presented from three different
perspectives: customer usage, business adminisisatge (e.g., purchasing department), and product
administrator usage (e.g., IT Group).

©- AMJAD UMAR 85



CHAPTER 8: E-=COMMERCE PLATFORMS AND DISTRIBUTED TR¥SACTION MANAGEMENT

Buyers Seller (Supplier)
Purchase
Site
Web N ™ Web
Browser Server
I Back-end
Purchasing Systems
System (Order Processing,
Customer \‘ Inventory Control
Sites Product Payment)
Catalog

Figure 8-3: A Simple Internet-based Purchasing System

8.23.1 Customer Processing

i). Initial Processing

= Customer gets on the corporate Home Page.

= |Purchase Greeting screen shows and walks thenweistirough various informational and
marketing pages.

ii). Search and Browse Catalog and Select ltems

= A product review and selection screen is showrh¢ouser as a default. Other views are also
possible (e.g., vendor view, manufacturer view).

= Customer browses and/or searches through the gddaked on product attributes (e.g., price,
name, manufacturer, etc.), synonyms, and fullgeatches (e.g., “find me a laptop”).

= |f an item is not available (as indicated in thtalom), the customer can choose to terminate the
session or browse for other items.

= Customer selects the product(s) to purchase.

= A*“shopping cart” is populated with the items stdeldoy the customer.

= Customer verifies the items to be purchased acksan “purchase”.

» The system asks for customer ID or payment infdonauch as credit card number.

* The validation process is triggered to verify thgrpent information.

= Customer is notified whether to proceed (CatalogdReand Selection) or not with appropriate
errors/guidance messages on how to correct theserro

» The purchase information is also validated for edo® the purchase limit. The buyer is given
help in making corrections (shuffling the shopprag), and resubmitting.

iii). Order Generation

= An order entry is created with a control number.

» The order log has information that can also be tme@eneral Ledger (i.e., customer ID, hame,
items ordered, total quantity, etc.).

=  Order is logged in the log database.

= The order is sent to the order processing system.

= The user is given an end of order screen andéndhe control number.

= Anemail may be also sent to the user documetitegrder.

iv). Order Processing

8-6
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» The order processing system receives the orddniiates its order processing.

= The supplier sends the needed items to the custbroagh its shipping department.

= |f for some reason, the order cannot be fulfilligen the system notifies the buyer through email
or phone call.

8.2.3.2 Business Administrator Usage Scenarios

The business administrator (e.g., purchasing daepat} will be involved in the following steps to
reconcile the orders and to print various repdittese operations will require password protection.

v). Reconciliation and customer support

= The order log database is reconciled with the shipirdata.

= Error reports are generated for mismatches.

= Purchasing and shipment resolve the errors.

= Customer issues are resolved by the customer dufgpartment.

vi). Payment processing

* The payment is handled mainly through credit cards.

= High priced items are handled through purchasergri®/oices and accounts payable (i.e.,
accounts payable processes the invoices, and satier back-end processing such as General
ledger).

viii). Management reporting

= Generate and send reports to managers periodiadityordered what in their department).

= Allow ad hoc report generation on an ad hoc bastedmanagers.

= Generate reports on system activities (how manyplpetngged on, how many actually
purchased something, etc.)

8.2.3.3 Product Administrator (“Web Master”) Usage Scenarios

The administrators perform the following functio(ater the system has been developed and
installed):

Purchase system installation and configurationguioes

Design and populate the catalog

Replenishment of the catalog periodically (e.glyfa

System performance monitoring, tuning, backup/reng\etc.

Update software when needed

Audit the system for security breeches

8.2.4 A Simple B2B Purchasing Example

For sake of discussion, let us now introduce alsinB2B purchasing system, Bpurchase, that differs
from the C2B Ipurchase system in two respectd:inyolves a B2B relationship between a buyer
corporation and multiple suppliers, and b) the mipgee employees of the buying corporation with
proper authorization for purchasing.

Bpurchase was developed for ordering low-cost, ¢elivery (within 24 hours) items with a
maximum order of $1,000 from multiple suppliers. \A&sume that less than a dozen suppliers
(vendors) participate in the system handling arot®@00 orders per year. Bpurchase replaces a
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current corporate purchase system for employeesstprimarily phone-based. In the phone-based
system, the employee calls the vendor, the veasks the employee few questions (e.g., items
needed, employee ID, project number, etc.), supplieontrol number to the employees, ships the
reguested items to the employee, and then seridgdice to the company.

The purpose of Bpurchase is to minimize operationats and improve customer satisfaction by
automating the phone-based purchase system. Ticad®ssis to allow the employees to search and
select the items to be purchased and create droelec'purchase cart". From the purchase cart, an
automatic order is generated that is sent to thdors for purchasing.

The main B2B consideration is that an “open purel@sler (PO)” agreement exists between the
buying organization and the sellers, i.e., theese(vendors) send a monthly invoice to the buyar t
shows all the purchases made that month. Open B@asvenient way of buying low cost items
such as office supplies (a PO does not have ®sbed for each pencil).

The following discussion shows the same usageasos as discussed for the Ipurchase system.
The usage scenarios are presented, as before threm different perspectives: employee usage,
business administrator usage (e.g., purchasingtdepd), and product administrator usage (e.g., IT
Group).

Customer Purchase
Site Site
HTT
Web <« Web Back-end Local External Syste
Browser Server Order Processi

Systems

!

(Order Processin

nventory contro

o Inventory control Payment,

Purchasin Payment) Supply Chain

System‘/g/ < Management)
EDI.
XMU

Product
Catalog [

Firewall

Figure 8-4: Conceptual View of B2B Purchasing

8.2.4.1 Employee Usage Scenarios

The employees will use the following steps to oslgplies:

i). Initial Processing
= Employee gets on the corporate Home Page.

=  BPurchase Greeting screen shows and asks for emeplDy project ID, etc. Passwords are not

required to use the system.
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» The validation process is triggered to verify ergpkand project information.
= Employee is notified whether to proceed (Catalogéeand Selection) or not with appropriate
errors/guidance messages on how to correct the dogirs.

ii). Search and Browse Catalog and Select ltems

= A product review and selection screen is showrh¢ouser as a default. Other views are also
possible (e.g., vendor view, manufacturer view).

= Employee browses and/or searches through the gdiaked on product attributes (e.g., price,
name, manufacturer, etc.), synonyms, and fullgeatches (e.g., “find me adhesive tapes).

= |f an item is not available (as indicated in thialkeay), then the employee can optionally generate
an email to the vendor asking about item avaitgbilihere is no back-order processing in this
system. The user can search for the needed item drmther vendor catalog or choose to
terminate the session (i.e., call vendor off-line).

= Employee selects the product(s) to purchase.

= A*shopping cart” is populated with the items stdedoy the employee.

= Employee verifies the items to be purchased ankisotin “purchase”.

* The purchase information is validated against Fhedhase limit, project information, budget,
etc. The employee is given help in making correstigshuffling the shopping cart), and
resubmitting.

ii). Order Generation

*= An order entry is created with a control number.

= The order log has information that can also be t@e@eneral Ledger (i.e., employee ID, name,
project, task, items ordered, total quantity, vermidered from, etc.).

»= Order is logged in the log database.

» The order is sent to the vendor through Emailefotptions for interfacing IPurchase with
vendor systems are being investigated).

» The useris given an end of order screen andéndhe control number.

= Anemalil is sent to the user documenting the order.

iv). Vendor Processing

= The vendor receives the Email and initiates iteiopdocessing.

= The vendor sends the needed items to the employee.

= |f for some reason, the vendor cannot fill the grtteen the vendor notifies the employee through
email or phone call.

* The invoices with additional details (e.g., whasyarchased, who purchased it, etc.) are sent by
the vendor to purchasing once a month. At prekenintformation is sent on a floppy diskette.

8.2.4.2 Business Administrator Usage Scenarios

The business administrator (e.g., purchasing dapat} will be involved in the following steps to
reconcile the orders and to print various repdittese operations will require password protection.

v). Reconciliation

= The order log database is reconciled with the vepiaivided invoices.
= Error reports are generated for mismatches.

= Purchasing and vendors resolve the errors.

vi). Invoice processing
= The approved invoices are sent to accounts payable.
= Accounts payable processes the invoices.
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= Other back-end processing (e.g., GL).

vii). Payments
= Accounts payable sends the checks to the vendars éomonth).

viii). Management reporting

» Generate and send reports to managers periodiadityordered what in their department).

= Send an email to employees indicating what they laagtered and how much the company was
billed for it (this will be used to verify that trenployee has actually received the items).

= Allow ad hoc report generation on an ad hoc bastedmanagers.

= Generate reports on system activities (how manglpesed it, how many through Web, etc.).

The business administrators also initialize andntaa the IPurchase system (e.g., define vendor
information such as email and contact, define andifyn validation rules (e.g., purchasing limits
based on corporate rank), add/delete vendorgctesndors to certain products, etc.).

8.2.4.3 Product Administrator Usage Scenarios

The product administrators perform the following:

= System installation and configuration procedures

= Population of the consolidated catalog

= Replenishment of the consolidated catalog peritgliag., daily)
= System performance monitoring, tuning, backup/regg\etc.

Finally, notice that, because users are authesdiGgainst existing databases, we can eliminate the
need to build and maintain a new system just tbeaticate remote access users. This existing
database can be Unix, Linux,, or Windows based.

-
1))
/.

<

Suggested Review Questions Before Proceeding

= Do you agree that e-commerce = online purchasingy? ad why not?

= What are the main steps in online purchasing drdhanes have been most strongly influenced
by the Internet?

= Suppose you want to sell office supplies throughltiiernet. Show ALL the steps you will go
through to accomplish this.

= Develop 3 different views of online purchasing fmnall, medium, and large scale online
purchasing. What are the common building blocks?

= Take a real-life online purchasing system that gaufamiliar with and compare/contrast it with
the conceptual model described above.
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8.3 e-Commerce Middleware

The EC middleware, as stated previously, providaisiev added features needed by the C2B
applications and is at the heart of commerce seri#amples of these services are shopping carts,
catalog systems, electronic payment systems, castcane and billing, EDI/XML, and a variety of
other services (see Figure 8-5). The EC middlevgavgefly discussed below after a quick review of
networks for EC.

Credit
Card

payment Processor
atewa Merchant

Account

Manager
Purchase
System
Order
Processor
Inventory
Manager
Shopping
Cart

Log

Advertiser
Web HTML Docs

Providers

Browser -Banks

-ISOs

Customer

Machine Payment Server

Orden Manager
Processor
Back-end Inventory
gateway Manager

EDI/XML System
Over

Extranet/Public Shipping/ Log

Internet (VPN) Receiving Manager
System

Back-end/External system(s)

Manager|
Web Site
Machine

Shipping/
Receiving

System

(Commerce) Server

Figure 8-5: More Detailed View of e-Commerce

8.3.1 Extranets and Virtual Private Networks (VPNs) for ECommerce

"Extranet" or "enterprise intranets" are semi-gavi® networks which are used to communicate
within a group of interdependent communities oégmises or trading partners. Examples of such a
group of interdependent community would be the raative industry (including parts suppliers,
manufacturers, retailers, and insurers), the healtd industry (including physicians, pharmacists,
hospitals, labs, and health insurers), or theastate industry (including brokers, lending agexcie
insurers, lawyers, and inspectors). To succeedatiets need to support high quality EC services
(e.g., advertising, browsing/selection, purchagilling, and payments) coupled with security and
management considerations.

An Extranetconsists of a collection of Internet segments divets), each protected by firewalls,
which are interconnected using secure leasedditress the remote locations. This solution provides
security and guaranteed bandwidth, at the costasirig lines from telecomm providers. In contrast,
Virtual Private Networks(VPNs) achieve a similar goal (that is, securebypnecting remote
locations, branch offices, field workers, telecorters; vendors, customers, and suppliers) using the
public Internet instead of leased lines. This apghohas the advantage of lower costs, and also
allows occasional remote workers to reach a privaitanet from anywhere on the Internet. The main
drawback is the Internet-quality effective bandittir the connection. The available bandwidth is
further decreased because of the additional emanygtiep required for each IP packet.
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Specifically, VPNs use IP tunnelling to providelg#tg across protected intranet islands at the ggack
transport level. Tunnelling consists of a cliemyse pair that exchange encrypted packets using a
private key derived from a token usually suppligdhe user. The server sits at the border of asecu
intranet and acts as a proxy towards clients teatrto access the intranet from the outside. It
provides authentication by recognizing user tokersgenerating private keys for packet encryption.
Packets are first compressed, then encrypted,raadly fencapsulated into regular IP packets that ar
sent over the Internet. At the receiving end, theapsulated packets are reconstructed and their
integrity is verified (this is necessary becaussiders supposedly cannot understand the packets in
transit, but they can still tamper with them).Hétreceiving end is a proxy, the packets are furthe
routed to their destination inside the Intranet Tumnel remains active for the duration of a sessi
and it is initially set-up when authentication tsltace and private keys are exchanged. Frequently,
schemes for one-time tokens with a user PIN am use

In a typical usage scenario, a remote user contedtse Internet from anywhere, for example
through a local ISP. Once on the network, the VR&hicconnects to the server at the Intranet
location, and a tunnel is set-up between the dirdtthe Intranet. The packets that travel thrabigh
tunnel are encrypted on one side and decryptetieoather side. Thus the tunnel provides a private
and protected path between the client and thendéetn site.

8.3.2 Shopping Carts

The Shopping Cart functionality goes beyond sinneielering in the customer browser It provides
the link between the purchasing action and theronderchant fulfillment. The website (e-
commerce.about.com) has very useful informatighigharea.

The Web Store Software Selector at About.com offéosmation on over 40 shopping cart services
categorized by price and listed with key detaishsas whether the service is suitable for beginner
and whether the shopping cart runs on the locaéser the remote host's.

The “Real Soft Cart” is one example of such a SmgpgQart. The Real Soft Shopping Cart is an
Internet ready to use shopping cart system. Befalintegrates Authorize.net, CyberCash, or any
other secure order provider with a shopping caother feature is the Auction support for
Ebay.com with one-click auction listing capabilitythe Cart is also integrated with the Customer
Support HumanClick and IcQ putting the customanimediate contact with Customer Service as
they shop and learn about the products.

Store HTML templates can be edited with FrontPBggeMill or any other HTML editor. There are

no limits on design capability, number of produntenber of departments or number of options per
product. This software runs on UNIX, Linux or Wows based server and uses database to store
product information.

8.3.3 Catalog Management systems

Catalog management systems are used to storeyeetaind display the information about products

and services that are sold in EC. A catalog caa binple relational database that keeps product
information or a special purpose catalog systemnstioges, in addition to data, textual and graphica

information. Examples of few specialized catalggtems are briefly discussed below.

POET eCatalog Suit¥ addresses the market need to automate the sigpplieation and
interchange of catalog data with their custometslarsiness partners. Each customer has unique
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needs, i.e., product needs, negotiated pricing;egees and computer systems. Hence customers
represent an unlimited number of permutations gfsapplier's catalog data. The POET eCatalog
Suite complements the supplier's existing IS irtfeecsure, providing catalog information about
goods and services that can be customized for @atbmer's specific requirements. It would be
nearly impossible to manually generate all theediifit versions of a catalog to address all of these
permutations on a mass scale. POET addressesittiagon by extracting the data from your
existing systems, and storing it in a rich gendéaita store. When a customer requests a cataéog, th
information is pulled from the master catalog andt@amized via a customer profile to produce a
catalog that is completely customized for thataustr. This includes special pricing, data format,
data exchange mechanism, product/service seleermh,more. As a result, suppliers are in a
position to ensure their buyer receives exactlctialog they need to successfully conduct eldctron
commerce. POET claims to have effectively expioitee Internet to provide universal connectivity,
mass customization and improved customer relatipsiginoviding B2B suppliers to easily assemble
their catalog data into a single master catalag frdich custom catalogs are generated on the fly.

IBM Catalog Architectis another suite of products designed for busasedhat uselBM
Net.Commerce Hosting Servarerchant server software. It enables on-linenesses to create,
update, and manage product information, providitigh degree of efficiency, accuracy and detail
while reducing time spent on traditional catalofprimation management. Catalog Architect is
designed to understand the inherent relationshgtaden different catalog elements, such as
products, categories, product sets or kits, SKUsteons, and cross-sell items. IBM Catalog
Architect, too, enables personalization and adwhrezalog searching, simplified creation and
management of information-rich electronic catalgyeyiding a familiar spreadsheet, with drag and
drop interfaces that require no special databaskcat-and-paste capabilities for multiple attrimit
products and categories. It provides intelligesialog searches to guide customers to product
selection.

IBM Net.Commerce Product Advisopart of the suite, can provide detailed parameigiarches,
virtual sales assistance, and product comparistnebject-centered constraint model architecture
provides the foundation for the catalog informatiomowledge base. By eliminating redundant
product information and allowing a single pointeottry for modifying multiple products and SKUSs.
IBM Catalog Architect enables the merchant to aatarally create new items or SKUs by inheriting
all the previously existing product information, w&sll as the new attribute values, significantly
reducing the time spent on data entry and contentigement. It allows businesses to import or to
export information from or to IBM Catalog Architéntan XML format.

There are also available more user-friendly, neeegpce-needed catalog products providing 'store
building wizards' to allow merchants to build anérmage catalogs, and arrange for payment
processing methodsiCAT Web Storeenables a merchant to build a customized, brobaszd
catalog, not requiring any downloading or speciatdivare, using pre-designed templates. It
provides a full range of merchandising and margetiathniques, payment processing and security,
catalog management and updating, business repgiscustomer, order and tracking reportsy 24
maintenance for hardware, as well as, assortechar@reducation features.

A design and hosting service availablé\iebCog Commergeoffered by Turnaround Computing.
They work with the merchant to map out the catadlegign the web pages, determine the inventory
and vendor policies, establish payment verificatigather images, establish customer and
administration policies, and test and promote thb gite. Requiring somewhat more sophistication
on the part of the merchant, but still not reqairany programming, the merchant uses HTML to
update his catalog.
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8.3.4 XML for Ecommerce

Most enterprise software vendors at present supfddtt for C2B trade, and standards are being
defined to further simplify the interchange of dating XML. As discussed in a previous chapter,
XML is a markup language, similar to HTML, for dogents containing structured information.
XML can be used easily to represent informatiortbeéoexchanged between traders. Consider, for
example, the following XML document: that represasustomer information:

<?xml version="1.0" standalone="yes"?>
< -- customer example -- >

<customer>
<name>
<first>  Pat </first>
<last> Hensat h</last>
</name>
<address>
<street> room 225</street>
<street> 410 Hoes Lane</street>
<city> Pi scat away</city><state> NJ </state>
<zip> 08854</zip>
</address>
<phone> 732- 699- 1111</phone>
</customer>

A Document Type Declarations (DTD) specifies ao$etiles for the structure of the document and
can be used to verify the document. For exampefaliowing is a DTD for the customer record just

defined and can be used to verify the customenirdtion: :
<! ELEMENT customer (nane, address?, phone?)>
<I ATTLI ST customer id CDATA #REQUI RED>
<! ELEMENT name (first, mddle?, I|ast)>
<! ELEMENT address (street+, city, state, zip)>
<! ELEMENT phone (#PCDATA) >
<! ELEMENT first  (#PCDATA) >
<! ELEMENT middle ( #PCDATA) >
< ELEMENT last ( #PCDATA) >
<! ELEMENT street (#PCDATA) >
<! ELEMENT city (#PCDATA) >
< ELEMENT state (#PCDATA) >
<! ELEMENT zip (#PCDATA) >

This DTD specifies the valid tags to be used jrintef a customer record and can be used to
eliminate invalid records in EC. Figure 8-6 sholestiole of XML and DTD in B2C EC. In this case,

a business creates a specification of, say, dasecorder (PO) that is stored in a repositorys Thi
specification represented as a DTD and is downtbdmethe consumers for submitting to the
businesses. The XML repository (DTD) may resid¢hathost business or at a separate site. The
consumers (buyers) download the PO format andecRfas in XML. The submitted PO are sent to
the business (seller) and the the XML gatewaysheathbusiness provide the XML parsing and
verification against the DTD. The invalid submissi@re discarded and the valid ones are forwarded
for processing. Similar gateways may exist atctiesumer sites also. The next section shows a
sample PO in XML and a corresponding DTD.
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Figure 8-6: XML in C2B Ecommerce

However, adoption of XML for EC is not risk freglnfortunately, there are many XML standards
for different industry sectors, and even severéhiwithe same sector. The possible ways forward

are:

Adopt super standards repository “framework" suck the Microsoft's BizTalk
(http://www.BizTalk.org. The BizTalk framework aims to make it easier fodividual
companies to mix and match XML message formats fdiffierent vendors and standards
groupings, picking out the sets that best meet thsiness needs and application mix. The basic
idea is that your company subscribes to BizTalkaomant standard A, i.e., you build interfaces
by using standard A. Your business partner, letsgsime, subscribes to a different standard, B,
which is also Biztalk-conformant. Using the XSLristation between A and B (available from
the Biztalk repository), you can send XML messagesandard A, which your partner can then
translate from A to B and understand your messabes. success of this depends on the
acceptance of Biztalk and the ability of Biztalktpars to control complexity.

Manage the XML interfaces properly within your owompany. You can build a single
technology-independent logical model of the infaroraneeded to drivgour business. You
can then map all the different technology pieces ¢imat logical model. Any data translation
between trading partners is not done directly,ifuivo steps via the logical business model.
This can help you control the complexity and peoéfion of XML.

8.3.5 Sample XML Source and DTD for Purchase Order

The following statement represents XMLSource fpuechase order:

<?xml version="1.0" encoding="UTF-8"?>
<PO>

<POHeader
<description>software program</description>
<paymenttype>Visa</paymenttype>
<shiptype>UPS</shiptype>
<fromcust>Zombie Jr</fromcust>
<PONumber>12567</PONumber>
</POHeader>

<Contact>
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<contactname>Jim Shorts</contactname>

<contactemail>jimshorts@jimbojerky.com</contaciém

<contactphone>212-EAT-JERK</contactphone>
</Contact>

<POShipTo>
<city>New Brunswick</city>
<attn>ClO</attn>
<country>USA</country>
<stateprovince>NJ</stateprovince>
<street>Anystreet</street>
<zip>11234</zip>

</POShipTo>

<POBIllTo>
<city>New Brunswick</city>
<attn>ClO</attn>
<country>USA</country>
<stateprovince>NJ</stateprovince>
<street>Anystreet</street>
<zip>11234</zip>

</POBiIllTo>

<Item>
<unitprice>$129.99</unitprice>
<qty>1</qty>
<inventorynum>37893</inventorynum>
<needafter>August 29, 2001</needafter>
<discount>.20</discount>
<needbefore>September 30, 2001</needbefore>

</ltem>

</PO>

The following DTD describes this source purchaseior

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE PO[
<IELEMENT PO(POHeader,Contact,POShipTo,POBIll Tojlte

<IELEMENT POHeader(description,paymenttype,shipfypecust,PONumber>
<IATTLIST POHeader
paymenttype (Visa|MasterCard|AMEX) #REQUIRED>
shiptype (UPS|FedEx|USPS) #REQUIRED>
PONumber ID CDATA #REQUIRED>
<IELEMENT description (#PCDATA)>
<IELEMENT fromcust (#PCDATA)>

<IELEMENT Contact(contactname,contactemail,contzmte)>
<IATTLIST Contact

contactname CDATA #REQUIRED>

contactemail CDATA #REQUIRED>
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contactphone CDATA #REQUIRED>

<IELEMENT POShipTo(city,attn,country,stateprovirsteset,zip)>
<IELEMENT POBIllTo(city,attn,country,stateprovinsggeet,zip)>
<IELEMENT city (#PCDATA)>

<I[ELEMENT attn (#PCDATA)>

<IELEMENT country (#PCDATA)>

<IELEMENT stateprovince (#PCDATA)>

<I[ELEMENT street (#PCDATA)>

<I[ELEMENT zip (#PCDATA)>

<I[ELEMENT Item(unitprice,qty,inventorynum,needajtiscount,needbefore)>
<IATTLIST Item inventorynum id CDATA #REQUIRED>

<IELEMENT unitprice (#PCDATA)>

<IELEMENT qty (#PCDATA)>

<IELEMENT needafter (#PCDATA)>

<IELEMENT discount (#PCDATA)>

<I[ELEMENT needbefore (#PCDATA)>

1>

XML Resources

Information about XML is growing rapidly. Here dsvery small list to get started:

= Extensible Markup Language (XML) 1 @escription at http://www.w3.org/TR/WD-xml

= www.xml.com a very useful Web site for a great deal of infation about XML

= ebXML initiative and theXML/EDI group Web sites

= “Xml by Example : Building E-Commerce Applicatidn8ook by Charles F. Goldfarb Series pn
Open Information Management) by Sean McGrath ({Bapk, latest edition)

= “Xml for EDI : Making E-Commerce a Reality” Book biussain Chinoy, et al (latest edition)

=  www.w3schools.copma very good source for great tutorials

8.3.6 Ecommerce Transaction Processing

Business transactions are at the core of electoonitnerce. Examples of typical EC transactions are

purchasing, claim processing, and billing/payméat. business to business activities in ECs, the

importance of supporting highly reliable and sedwrsiness transactions is quite obvious. Formally,

atransactionis a collection of operations on a database whdshthe so-called ACID properties (we

take a closer look at ACID properties in Sectidi®8L.1):

= Atomicity : All of the operations in the transaction musetakace, or none must take place. In
practice, if any of the elementary steps that aré ¢f the transaction action fails, then all the
steps must be undone;

= Consistency The result of performing all the operations ie ttansaction is to take the database
from one consistent state to another consistert sta

= |solation: Other users of the database are isolated fronmégynediate states of the transaction,
i.e., they may see the state of the database hiteansaction begins or after it completed, but
not any state in the middle;
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= Durability : Once all the actions in the collection have catgul, the effects endure even in the
event of system crashes.

EC is a mixture of decision support and transagiracessing activities. Normally, only a portion of

the core EC activities are transactional. The A@Buirements for these activities are analyzed in

Table 8-1. Two main types of EC transactions devaat:

= EC transactions between trusted business partegrs $uppliers and corporations that enter
business agreements and contracts to buy andredligts). These transactions typically are
large in volume (large amounts of money and goadspduce medium traffic, and require
rigorous security. These transactions are peréexdidates for Extranets (see Section 8.3.1);

= EC transactions between suppliers and the gendskt jfe.g., Internet shopping malls).

Transactional support is implemented differentlydifferent types of systems. For centralized
mainframe systems, on-line transaction processhd P), has been built for ACID transactions and
has been a backbone of commercial data procesking the early 1970s. Mainframe-based
transaction managers (TMs) such as CICS and IMSMI%:TM have matured over the years to
provide high performance and reliable services Situation is dramatically different in distributed

environments that characterize EC. In these envients, the approaches fall into the following
categories (see the discussion on Distributed actiog Management in Section 8.10 for a more
detailed discussion):

= TP-Less, i.e., do not use any transaction managdaudities;

= TP-Lite, i.e., use database procedures to handites

= TP-Heawy, i.e., use a distributed transaction mamnaghandle updates.

Which of these approaches works depends on theofyeC activities being considered. It appears
that each one of these approaches have certagsmnsl minuses for EC. The following questions
should be asked before deciding on the approach:

* |n what format is the data stored (databasedjléa}? If the data is stored in multiple databases
and flat files, then TP-Lite is not suitable (dasé procedures only work in RDBMS
environments);

=  How many SQL servers does the data reside on@ Hyplication needs to update and commit
data that is stored on multiple servers, then T&veshould be used (database procedures
cannot participate with other database procedoraslistributed transaction).

= What is the requirement for data synchronizatiéti?el data synchronization interval is periodic,
then a TP-Lite solution combined with a data regii server may be useful to handle updates
against replicated data.

= What are the requirements for performance andbadahcing? TP-Less works well when you
do not need any transaction processing capabilified.ite solutions with database procedures
are much faster, on the surface, than the TP-Healgtions that require synchronization
between sites. But TP-Heavy solutions provide nsaphisticated procedures for dynamic load
balancing, priority scheduling, process restand, gre-started servers that are especially useful
for large scale production environment. These featare the main strength of TP-Heavy
products because many of these products have kedrouer the years to handle thousands of
transactions in production OLTP (on-line transacpoocessing) environments.

= While the debate between the TP-Lite and TP-Heawygments continues, most EC projects are
completely ignoring this whole issue by focusingmarily on EDI and in some sense re-
inventing the wheel. EDI, at best, is a TP-Lessreggh. Some EC applications are being
deployed by using TP-Lite while large mission catiEC applications, if any, use TP-Heavy
only at back-end mainframe systems. In the meantirseems that many small EC applications
are quite happy with TP-Less.

The following areas are of particular interestamsaction middleware for EC:
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Transaction processing with distributed objectsicemned with performing ACID operations
between objects across machines, introduces manpleo issues. The Object Management
Group (OMG) has did the initial work on transactgmocessing with distributed objects as a
service for its Common Object Broker Architectu@®ORBA). At present, most of the imilight in
this area has shifted to Web services.

Transaction processing with object-oriented datés concerned with introducing TP Heavy
type of operations on top of OODBMSs. Most of thie Heavy type of operations are currently
available on relational and hierarchical databales fundamental difference is that unlike older
DBMSs that provide read and write operations, tREDBMSs support methods that are rich in
semantics. Most of the work in OODBMS has concéegdran query and modeling aspects. In
particular, transaction management in object-aegtnhultidatabase systems is receiving serious
attention recently. We will have to see how tleshnology finds its way in EC. Since
OODBMSs are not common in EC (no surprise here)yill@ot discuss this subject any further
in this paper. In EC, OODBMSs can be used as ‘dciion databases" (TDBs) for storing
shopping carts, purchase orders, payments, inoetegts, and invoices. In addition, customer
and inventory information are stored in databasespport the order processing activities. These
transaction databases are quickly becoming thed&diom of transaction processing and
workflows in EC.

Integrated End-To-End Business Transactions. Thidlaware will extend and meld the current
generation of EDI, workflow, and distributed tractgans for an end-to-end reliable and secure
business transactions. For example, a workflowesysit COI site A will generate an EDI
transaction that will be received by the EDI systemd workflow systems at sites B and C for
automated processing.

Distributed transaction, the core of ecommerceesyst has been an active area of research and
development since the 1970s. A very brief overvidwthe technical issues involved in distributed

transactions is given in Section 8.10.

EC Activities Atomicity Consistency Isolation Durability
Advertising Not needed Not needed Not needed Not needed
Browsing and May be | Not needed Not needed Not needed
Selection needed  for
purchase carts
Purchasing Needed Needed Needed Needed
Billing Needed Not needed Not needed Needed
Payments Strongly Needed Needed Needed
needed

Table 8-1. Is ACID support needed for EC?

Internet Transaction Processing (ITP) - Making Transactions

Transaction processing (TP) in Internet is the back of electronic commerce because
buying/selling activities involve transactions. Haxer, Internet (unsupervised and free acces

"Internet Aware"
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contrary to the notion of commercial transactifmighly controlled and supervised). In particular,
TP requires the following:
= Guaranteed message delivery, i.e., once you haneasmessage the middleware will be
responsible for delivering the message. If the agesss not delivered, the middleware will fry
to deliver it again.
= Guaranteed message processing, i.e., once thagedsselivered, it is processed correctly
(committed). If a message processing error octhgsesults of processing are rolled back.
= |mproved security and privacy i.e., the transastiare protected from unauthorized users.
The transaction activities are also logged fortetalls.

How are these requirements being satisfied in tberret? First, increased use of message-
oriented-middleware (MOM) provides guaranteed ngessielivery. Second, Internet TP typically
uses the fat server model in the Internet worlchbse most of the TP processing continues to|take
place in the back-end systems with proven TP tdogpdor guaranteed message processing.| The
client side may include Java applets that do mihpracessing. Third, the servers reside inside
the corporate firewalls for security and the pubti@Ents reside outside the firewalls. The clignts
and the servers use improved security services asigbublic/private keys and Secure Soc¢ket
Layer (SSL) in the Internet world. These factotssonsortia such as CommerceNet, will | be
vital for electronic commerce. Internet transacti@ne typically supported by the e-commerce
platforms.

Naturally, Internet Transaction processing (ITRplaes many issues. For example, ITP must deal
with the philosophical differences between runrmagsactions on the Internet, as opposed to the
corporate private network. While the Internet isistdered unsecure, OLTPs are private and
controlled by corporations. To strike a balance dbrporations are using the firewall as a basis fo
partitioning the ITP services. For example, cliersts the Public Internet that is outside the fiteyva
to submit requests and receive answers. The dacnghction processing is performed inside|the
firewall by the application services with the asswes of protection and integrity contrpls
typically needed for transaction processing.

Tandem introduced iTP (Internet Transaction Praogsin October 1996 to extend its OLTP
products into the electronic commerce arena. TRestifategy consists of six servers: Tandem|iTP
Commerce Server (which enables business-to-comntiengsactions on the Internet), Tandem

iTP Media Server (for the distribution of videoslectronic catalogs, music, and large database
content over the Internet), Tandem iTP Messagimgesdit enables businesses to communicate
with each other through X.400 and SMTP), Tandem OR Server (to support computer
telephony integrated applications), Tandem iTPait Server (it facilitates collaboration by
geographically distant team members), and the Taite Matrix Server (it allows integration of
legacy and other custom applications). In addiftvogress Software Corporation has also buift an
Internet Transaction Processing architecture. Nouseother attempts have been announced and
are on the drawing board.

8.3.7 Electronic Payment Systems - An Example of Transaction Processing

8.3.7.1 Overview

Electronic payment systems are central to EC beaantine consumers must pay for products and
services. In particular, payments and settlementst tve resolved between all partners (customers,
merchants, banks, brokers, etc) quickly and smpotherwise the whole business chain is disrupted.
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On-line sellers need to decide how best to supgmninents for on-line purchases, what type of

currency to use, and what type of electronic fuaddsfer (EFT) system to use. Electronic payment

systems are the best known examples of transgmtimessing. The payment is typically handled by

a Payment Server,sometimes also known &ommerce Server.Current approaches to payment

fall into the following broad categories:

» Retailing payments such as credit cards (e.g., \dSasterCard), charge cards (e.g., American
Express), or private label cards (e.g., Sears)ards

= Banking and financial payments such as large smaleholesale payments (e.g., bank-to-bank
transfer), retail or small scale payments (e.ghcATM cards, checks)

= Digital token-based systems that include electroagh, electronic checks, and smart cards

The first two categories (retailing and bankingiesyss) are not completely adequate for large scale

EC -- they assume that the parties will be in gtafgiresence and enough delays will be built imto t

system for frauds and overdrafts to be detectbtbst of the current work in EC payments

concentrates on different types of token-basecesyst Most common examples of token-based

payment systems are:

= Electronic cash (e-cash)This method involves “digital signatures” that@wg public/private
keys (to be explained later) to identify buyer$#se! In practice, the buyer establishes an account
with a bank and is responsible to keep enough morteg account to pay for the purchases. The
customer is issued a token for, say $100, andi@ntvalue is reduced every time a purchase is
made.

= Electronic checks.This is essentially an automation of paper che¥ksl open a checking
account and then send your checks through emietseller. The seller sends this check to the
bank through an accounting server that performeuarauthentications before clearing the
check.

= Smart cards. These are basically credit cards with microprameships that can hold much
more information than the magnetic stripes of tia€litional credit cards. In some cases, the
smart cards enhance the services of traditiondsc@raditional cards are evolving into smart
cards that allow processing from multiple accouatsprovide electronic purses (supply quick
electronic cash for buying soda and candy). Sraadismeed special smart-card readers.

A variety of token-based payment systems for EGtdlat combine various features of e-cash, e-

checks and smart cards. Examples of such systems a

= Cybercash.This system uses encrypted method for shoppindv@nnternet and supports an
Internet wallet that holds credit cards and eleitrahecks. Cybercash provides Cybercoin to
pay for small ticket items (25 cents to $10). Cghsh is in partnership with Netscape for these
services.

= Verifone. Verifone is a leader in POS (point of sale) teatgnVerifone supports vWallet for
electronic purchasing and is in partnership witeribBoft (Merchant Server)

= GCTech. GCTech is supported by Global Online Corporatlmsed in France. This system
interfaces with numerous credit cards and bankgsgment.

= SET (Secure Electronic Transactions)SET is a potocol for credit card transactions dker
Internet. It deals with authorization, settlemett, Development of SET has been led by Visa
and Mastercard.

*= NetBill. NetBill was developed at Carnegie Mellon for loest; high volume transactions. The
system was initially used to purchase informatimmf digital libraries. A partnership between
Visa and Carnegie Mellon has been formed for pilots

The following paragraphs will bridge the gap betwt®e customer clicking on the purchase button
to the "monthly check” sent to the on-line merchant
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8.3.7.2 Merchant Account Providers (MAP)

A number of different web-sites use the label ofrdlant Account Provider, or MAP, to describe
themselves. The term MAP refers to any service Wikt verify the credit cardprocess the
transaction, anddepositthe results into yousccount The term is often used loosely, and can refer
to providers of merchant accounts without paymentgssing, (banks); providers of merchant
accounts and on-line credit card processing, sacimdependent sales organizations (ISOs); and
providers of on-line credit card processing th&¢rreustomers to merchant account providers on
request, such as credit card processors.

The terms MAP, ISO and merchant service provideésR)often are used interchangeably. However,
while the terms are similar, services and fees grttoese providers can vary considerably.

8.3.7.3 Banks

Banks are viewed as the most secure and reliabpput they are also the most selective. For an
established low risk business it should be eagpém a merchant account in a bank. The bank can
usually arrange a third-party processor to setmpgehanism for accepting credit card payments. U.S.
Bank, for example, uses CyberCastmiv.cybercash.cojna company that offers Web-based
payment-processing software. The merchant downlblisoftware directly from CyberCash, and is
given the option to buy the software or lease itaomonthly basis. This is typical of many bank
merchant account arrangements.

8.3.7.4 Independent Sales Organizations (ISOs)

Most ISOs offer merchant accounts and the abititypriocess on-line credit card transactions in
exchange for a transaction fee and a percentagaled. Unlike banks, ISOs are generally more
tolerant of high-risk accounts because they arenooiitored or as tightly regulated. In fact, mu€h o
their business comes from companies that cannainaiierchant accounts from banks directly.

8.3.7.5 Credit Card Processors

These companies are responsible for processing¢hé card transactions -- verifying, approving
and then transferring funds securely from one baskother. They are not considered MAPS per se,
as they do not provide merchant accounts. Instbag,form relationships with banks and ISOs to
integrate payment processing with merchant accobotsexample, many ISOs use the services of
the credit card processors CyberCash and AuthiiiZe.

There are three ways to handle credit card traonsact

= Terminal Processing-This method is most suitable for retail storebusinesses that will have
to access the physical credit card of their custdmswipe it on a terminal machine. It is quick
and efficient. All that is required is a swipe betcredit card through the machine and it is
completed.

= Software Processing - The least popular method of processing paynisntsth a computer
software program. It is very similar to a termirfmlf requires the operator to enter the customers
information, and credit card number to processtter. Although it is not possible to swipe the
card, and the numbers must be entered into theaseftthat is installed on the computer, it is
possible nevertheless to store all recurring custsinformation in the program for easy billing.
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= Real-Time Processing The most popular method of accepting creditcfrdbusinesses on the
web is real-time processing. This type of merchactount will process and charge your
customers’ credit card information automaticallyvegrking with the chosen ordering system
(Shopping Cart, Order Forms, etc.). Since the avipobcess is automatic, this is the most
effortless method available.

The simplest method to handle Credit Card (CCstations is to manually verify each credit card
payment through a terminal or software , then paxkship the goods. If customers are unwilling to
wait for manual verification, or your sales volumehigh, a real-time card verification software is
needed. One such tool, ICVelifis available for DOS, Windows, and Unix, andniggrated with
many Web storefront packages. ICVerify collectditreard information from a Web form and
processes the authorization in real time, depgsitie purchase price amount in your merchant
account. ICVerify currently requires a dedicatediraxtion to a bank or credit-card processing
company, although an Internet-based solution csledAuthorize is available from CyberCash Inc.

Secure Electronic Transaction (SET)An alternative credit-card processing scheme, stgubdy
card-issuing banks, is the Secure Electronic Trtiesa(SET) protocol developed by Visa and
MasterCard, and now backed by American Expressgiess for cardholders, merchants, banks and
other card processors, SET uses digital certifidateensure the identities of all parties involired
purchase. SET also encrypts credit and purchaseriation before transmission on the Internet. SET
is designed to protect the transfer of bankcardneay information over open networks like the
Internet. An application layer security protocoETSdescribes the dance between four players:
consumers, merchants, merchant bank, and consamefigure 8-7). From an end-user's point of
view, the purchase transaction is separated irtgaats by SET:
= Purchase information that is sent to the merchant
= Credit card information that is only handled foedit card verification. This information is not
sent to the merchant

8.3.7.6 Merchant Service Providers (MSPs)

The term MSP refers to banks, ISOs, or other utistits that offer financial transaction processing,
usually related to credit card sales. Many MSPsigeomerchant accounts; others require customers
to establish them independently.

8.3.7.7 Third party Payment Processors.

Services such as iBill, CCNow and Verza allow mantf to accept credit cards without a merchant
account. Instead, transactions are processed thritiegthird-party providers' accounts (MAPS).
These companies charge a processing fee with eaaction that's higher than the discount rate
charged by most ISOs. However, this is the onlytifieemerchant incurs. This makes third-party
processing services perfect for small businesstggiting started that lack established credit and
generate less than $1,000 per month (U.S.) in.sé@lesse services are also popular with older
businesses that have poor credit, with non-U.9nésses and with businesses selling content and
services.
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Figure 8-7: SET Processing
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Suggested Review Questions Before Proceeding
What type of middleware services are needed toostipgcommerce?
What role does XML play in e-commerce?
List the middleware services needed to suppomemliagazine subscriptions.
Compare and contrast transaction processing wytmgat systems.

8.4 Security for e-Commerce/e-Business

8.4.1 Overview

The issues of security are of vital importanceH6/EB and need more attention. Basically, sscurit

involves the following aspects:

= Privacy and Integrity: assure privacy of information (i.e., no one othent the authorized
people can see the information) when transmittiryeér a network or storing it in a insecure
place. In addition, the integrity of informatione(i no unauthorized modification) must also be
maintained.

= Authentication: identify for certain who is communicating with yofie., make sure that you
are who you are)
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= Authorization (Access control):determine what access rights that person hascéreyou only
read given information or can you also update teleield information).

= Accountability and Assurance:assure that you can tell who did what and whencandince
yourself that the system keeps its security pramigehis includesion-repudiation (NR) -- the
ability to provide proof of the origin or delivenf data. NR protects the sender against a false
denial by the recipient that the data has beervestdt also protects the recipient against false
denial by the sender that the data has been sathdr words, a receiver cannot say that he/she
never received the data or the sender cannot aayhéishe never sent any data.

You also need to administer the security system,define and enforce the security policies that a
consistent across all elements of applicationsdieare services, and networks. These, and other
aspects of security, are supported at variousddgvedtwork, middleware, application) by using a
wide range of technologies (see Figure 8&kurity is needed at these different levels siacarity

at each level fuffills different requirements. lstbriefly review the security at various levelstéils

will be given later).

*SET
«Java security
«Database security

< ‘Database securi

Y
*CORBA Security
*S/MIME

I

Applications

Middleware

*SSL
«IPSEC (VPN)

Network .
*Firewalls

Figure 8-8: Levels of Security

Network security protects communication and traimas data."Firewalls" and "gateways" are
erected to regulate traffic. In addition, the natwtaffic can be encrypted at packet level (IPS&c)

at the transport level (SSL- Secure Socket Laydigdleware can also imbed security. CORBA
security is a good example that assures that CO&ipAications are secure. In addition, S-MIME
secures email. A variety of security approachédst eat the application level, in which case
authorization controls are used within applicatidos regulate access to specific data, and
cryptographic infrastructures are built to stronglythenticate users and provide confidentiality.
Examples of application level security is provided database managers, Java security, and SET
(Secure Electronic Transactions). In particulppliaations themselves provide access control and
strong user authentication.

Security must be considered at all levels. Secuanigigher layer while keeping lower layers
unsecured makes the system vulnerable to intrusions the lower layers. In generack of
security at a certain layer might compromise therall system even if other layers are secured.
Consider, for instance, a system where the applcalata is secure, but is transmitted over an
insecure network. In this case, the overall sgcofithe application could be suspect. Specifically
application security protects application data. (elgtabase security mechanisms allow the data to b
stored on the hosts in a protected manner) andmsystsources (e.g., Java Security) while SSL
protects data while being transferred on the ndtwor
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A security design approach is needed to include various security issuesffareit levels. Basically,

it is important that the business logic of a Wepliaption runs on a server and not on the cliehe T
Web application server can be used to integratesado resources (databases, etc.), which provides
greater security of the resources. In additiony ghould structure your application by  using
network filters (“firewalls"). A good design prote the Web server (providing presentation seryices
behind an outer firewall, and the remaining ser{@ipporting business logic) behind a second, inner
firewall. This structure, shown in Figure 8-9, isokvn as a demilitarized zone, or DMZ. In most
cases, a Web server sits alone in the DMZ, handtiqgests from the Web and passing them along
to the secure intranet network. The applicationd iaternal business systems behind the inner
firewall contain all the remaining business logicl @ata of the application. In addition, you caimga
performance benefits by caching frequently reqdedéda inside the DMZ rather than retrieving it
from back-end systems each time it is requestedieMer, machines in the DMZ are known to be at
higher risk. In addition to DMZ, you also need tmsider security of clients. For example, mobile
devices typically need another level of securitipleethey can enter the DMZ.

Customer ) i Business
Site HTML/XML Internal Network

Documents

-
: Web- InternetHTTP over TCP/IP) Security and
e SL ~———L~ Directory Services
Web ODB{/JDBC

eleenl
Server <"::'\> Databases

MOM,
CORBA

Back-end

APPs

Wireless
Security
Firewall

Catalogs

Firewall

Figure 8-9: Security Design

The balance of this section gives a quick overnaésecurity technologies and presents an illusgati
example to highlight the key issues.

8.4.2 Overview of Core Security Technologies

User logon and passwords one of the oldest and still most commonly ussthnology. In this
case, a system keeps track of who can accesystens This technology enables the use of existing
systems with minimal disruption to existing infrasture and applications.

Encryption is another technology that has been used for d@@uaf years to mask the messages so
that the interveners cannot see/modify the messdyas to e-commerce, encryption/decryption has
become a major area of active work. In the simpase, data is transformed by a key into an
encrypted message. The encrypted message is #msmitted and decrypted on the other side by
using the same key. Encryption/decryption can bfommeed by hardware and/or software. Modern
computing systems have the ability to implementy vepphisticated encryption/decryption
techniques. The same encryption can be used datalin a system or encryption keys can be more
"personalized". For example, instead of using #&mesencryption/decryption key on all data from all
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stations in a network, each station or user caitaisgn encryption/decryption key. A user can have

his or her own encryption card which is inserteéd aworkstation before the user logs on. This card

encrypts the data before sending it across theonetWhe encrypted data can be read only by those

users or programs with access to the same encnyjaip Encryption is generally discussed in two

different formats:

= Secret Key In a secret key (also known as symmetric or pgjvancryption scheme, the same
key is used by the sender to encrypt the messagthameceiver to decrypt it. While secret key
encryption is usually very fast and efficient, {@blem is with key management. In other
words, since the sender and receiver have to agrélee same key, sending the key from one
side to the other might compromise it.

= Public key: In a public key (asymmetric) system, the encoypkiey E and the decryption key D
are different - hence the name "asymmetric". Eaehn lnas a pair of keys, a private key D that he
keeps secret and a public key E that he publi$itben sender Bob needs to send a message to a
user Joe, he encrypts the message with Joe's gablie(J) . This encrypted message can only
be decrypted with Joe's private key D(J). Therefdteés encrypted message is delivered to user
Pat who does not have key D(J), then Pat cannpfatet Thus when Joe receives the message,
he can decrypt the message by using D(J) and meatiéssage. Notice that in this key system
the decryption key is private and not transmittgdr dhe network. While public key systems
solve the problem of key management, they are lyssighificantly slower than private key
systems. The RSA (Rivest, Shamir and Adleman) igthgoy developed in 1976 is by far the
most wildly used public key encryption algorithm.

Digital signature is used to authenticate the source of a messageskentially the same as a public
key system except that the order in which the legsapplied is reversed. A sender “signs” the
message by applying his private key to it. The sesdnds the message and the signature to the
receiver. The receiver checks the signature byyigpthe sender’s public key to it. If the receiver
gets the original message back, he is sure thahéissage was signed by the sender’s private key,
and therefore, was sent by the receiver himseleskence, a digital signature is a block of data
created by applying a cryptographic signing algarnitto some data using the signer's private key.
Digital signatures may be used to authenticatesthgce of the message and to assure message
recipients that no one has tampered with a mesgagethe time it was sent by the signer

Message Digestings used to make sure that a certain message washaged along the way
between the sender and the receiver. A messagst difgrithm produces a fingerprint of the
message, by applying a hashing function to it. fEaeiver can check for the integrity of the message
by reapplying the hash function and comparing #ighoriginal fingerprint. The hash functions used
in these schemes are such that the fingerprintgelsadramatically if a single bit of the message
changes.

A digital certificate binds an entity's identification to its public keyd is issued by the Certification
Authority. Digital certificates, based on the X.88%tandard, enable Internet applications and other
users to verify the identity of an entity. Unforatiely, certificates produced by one vendor product
may not interoperate with other vendor's becauS83does not define the formats of the certificate
entries and other necessary provisions. PKIX, t®Xstandard by IETF, [who's this ?] defines the
contents of public key certificates and is intentbedsolve these interoperation issues.

8.4.3 Information Protection (Privacy and Integrity)

Information must be protected and its integritymteined at least at two levels: a) the sites where
exists, and b) when it is transmitted. In addjtibe encryption keys themselves need to be pectect
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Site Protection Information must be protected at the sites whegrists. Access control (allowing
authorized users to access needed data) protégtatdaarious sites. Most database managers have
security features that allow only authorized udersccess needed data. In some cases, data is
encrypted and stored for additional security. Apantant aspect of site protection at presedaia
Security. Security of Java code has been an area of cormreanwhile. The current Java security is
defined at the following levels:

» Javal.l's security management system -- All local code is trusted. All remote code is
untrusted, unless it is digitally signed by a &dssource. Untrusted code runs in a “sandbox”,
and has limited access to local system resources.

= Java 2’'s security management system tocal and remote code are checked by the same
security management system. It supports fine-gilaiftexible and easy-to-specify security and
permission policies.

b) Transmission Protection When data must travel outside of a secure systeimonment, it needs

to be protected so that the policies governingiss cannot be violated. Secure communications,
ensuring data privacy, data integrity, and origithantication are an important aspect of infornmatio
protection. Examples of the technologies useddan® communications are:

Firewalls -- the network filters that police "who" enterddeaves an enterprise network and
"what" gets in and out. A firewall is essentiallys@tware package that is installed on network
routers. This software checks each IP packet atetnd@es if it should enter the system.
Firewalls provide a logical and physical separatibthe public Internet and internal IT systems.
A good security design generally has two firewalls:outer firewall that exposes some services
to the outside world and a second, inner firewthtit keeps the inner resources. The zone
between the two firewalls is known as a demiliggtizone, or DMZ.

SSL- The Secure Sockets Layer (SSL) protocol useytmn and authentication techniques to
ensure communications between a client and a semw&in private and to allow the client to
identify the server and vice versa. SSL runs orofopCP/IP and manages secure messaging on
the network. SSL client and server negotiate etioryischeme and key size. SSL is currently
used heavily to protect the traffic between Weent§ and servers. It uses RSA (Rivest, Shamir,
and Adleman) Public encryption for key session tiatjon and DSA (Digital Signature
Algorithm) for session encryption. See the sidéB&L" for additional information.

VPN and IPSee Virtual Private Networks (VPN) are private netk®(e.g., networks internal to
corporations) that use public communication inftagtre. In other words, you set up a private
network over a public network by using encryptivi®Ns use IETF IPSec (RFC 2401) and
related standards to transport encrypted messageshared networks. IPSec provides security
at the packet level, instead of security at apjpindayer. It encrypts and signs Headers and/or
Data parts of the IP Header. It provides securithomt requiring changes to applications and
thus is suitable for Virtual Private Networks (VPNPN differs from SSL in that it creates a
secure channel between two TCP/IP hosts over wihigliple TCP/IP connections can be
established. Each TCP/IP session itself may ormoaiyse SSL. See Section 8.3.1 for additional
discussion of VPN.

S/MIME - Most e-mail client and server programs usingrimgt systems such as SMTP send e-
mail as clear text. The Secure Multipurpose Intekfel Extensions (S/MIME), a specification
for secure electronic messaging, can be usedvergrthe interception and or forgery of e-mail.
Middleware Security - Web security is a good example of protectiomiddleware level. This
security can be divided in terms of:

= Web client security

= Web Server security

SET - The Secure Electronic Transaction (SET) protoat#yeloped jointly by Visa,
MasterCard, IBM, and other technology providers,ged to protect the transfer of bankcard
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payment information over open networks like thernmet. This is an application layer security
protocol.

c¢) Key Protection In addition to secure communications, proteatibthhe keys that in turn are used

to protect the assets is also important. Privaies lend shared secrets, once acquired, must be
protected. End-to-end security must include comsie of the security of the end user device.
Private keys stored on a personal computer disknithy be stolen via access to the file system or
outright theft of the device. Security can be echkdrby the use of smart cards. Another approach is
to use a security chip embedded in end user systeragdition, server-side hardware devices can
provide tamper resistant key storage as well agtasse for encrypting and decrypting messages and
public/private key operations, etc. that requiraMyecomputational load.

Basic Security Services: SSL and Digital Cetificate

At present, most Web browsers and servers usees8ogkets Layer (SSL) technology to provide a
safe way to transmit sensitive information, suchceslit card numbers, on-line banking, emalil
messages, surveys and other personal information.

The SSL protocol provides data encryption, servthreatication, message integrity, and optionahtlie
authentication for a TCP/IP connection, allowingtfte secure transfer of sensitive information aver
the Internet. SSL consists of software installedbnowsers and on servers and can be obtained by
subscribing to a Secured Service Provider suclsla®m or by obtaining a Server Certificate from
ssl.com and installing it on an existing securedese

All major browsers and servers today are "SSL dafya®BSL technology was developed by Netscape
Communications Corporation and has become the tiyektandard method for protecting web
communications.

SSL Overview,

SSL uses public key encryption to provide secuitthe packet level. At the receiving end, SSL
provides Server Authentication Message Integrigckb.

The basic public key scheme assumes that botlepadie a private/public key pair, and that they| ca
trade these pairs. Then, they use their privats teegncrypt messages to be sent, and the pulelsj on
to decrypt received messages. Additionally, messatggrity can be verified when checksum| is
generated for each packet, signed with the prkateand sent along with the packet.

However, this kind of encryption is too time-intes A faster encryption scheme consists| of
encrypting the main part of the packet, and thedisg the key used to encrypt the packet. Thigkey
itself encrypted using the private key and so ib-pvetected. This way, the heavy-duty encryptisn i
used only for the 'session key', which is very shoaking the whole transaction close in speed to a
non-encrypted one.

SSL adopts this latter scheme. A 'master key'ngmgged using some random data. The master key is
used to generate a session key for each sessionwinich a client write key and a server write &ey
generated (you read with the other party's writ®.K€he server's public key is used to encrypt|the
master key during the initial handshake; from tbenthe packets are encrypted with the server or
client write key, depending on who is sending itigest is taken, and the whole thing is finally

packaged up with a session number.
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SSL comes in two strengths, 40-bit and 128-bitctvinefer to the length of the "session key" geedrat
by every encrypted transaction. The longer the tkeymore difficult it is to break the encryptiarde.
Most browsers support 40-bit SSL sessions, anlaiist browsers, including Netscape Communicator
4.0, enable users to encrypt transactions in 128dssions - trillions of times stronger than 40-bi

sessions. Global companies that require interratioansactions over the web can use global server
certificates program to offer strong encryptiothigir customers.

SSL use in practice.

In order to use SSL between an individual usingeb farowser and a business hosting a website|on a
secured server, the following must occur:

A Root Certificate must be installed on the indivts local web browser. Certificate Authoritie\jC
such as ssl.com, provide Root Certificates foriputdwnloading by individuals.

A business must have a Server Certificate instaledheir secured server. There are two ways a
business can obtain access to a secured seryecahasubscribe to a Secured Service Provider (SSP)
such as ssl.com, or they can obtain a Server iCattiffrom a CA (Certification Authority). In thatter
case, the business must first ask their InterneicgeProvider (ISP) to generate a Certificate fBign
Request (CSR), and then, the CSR must be subratted SSP. The SSP will verify that the business
is legitimate and will issue the business a SeBastificate. This certificate is then installed e
secured server, and SSL transactions are thereenabl

Digital certificates encrypt data using Secure 8tsckayer (SSL) technology. Because SSL is built
into all major browsers and web servers, simplyaltisg a digital certificate turns on their SSL
capabilities.

For further reading: the SSL site (www.ssl.com) t@®prehensive documentation on the mechanics
of SSL and certificates.

8.4.4 Authentication and PKI

In e-commerce/ebusiness, you need to authenti@tmhsumers who buy your products or services,
employees who access internal systems from rerooédidns via the public Internet, or business
partners who are tightly integrated into your syblain and ERP systems.

For authentication, many applications choose toemse of one-time passwords. However, the use
of such one-time passwords often requires the geot of token cards -- an expensive and labor
intensive effort. This is why software-based soh#i are more popular. Most systems enforce
authentication by developingsesson key that establishes the identity of partners ai@essart and

is used throughout a session. But then this se&sipmeeds to be encrypted. Should a private or
public key system be used? Given the advantagedisamivantages of these approaches (private key
is efficient but not very secure and public keyes raot efficient but secure), in practice, a pukég
system is used to exchange the session key betivedéno sides. Then this key is used in a private
key system only for that session. Many currentesyst such as SSL (Secure Socket Layer) uses this
technique. See the sidebar "SSL" for more details.

Many applications use cryptographic software torporate public-key cryptography for encryption
and authentication. A number of such software ppekaxists, including the following:
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= Kerberos (http://ww.mit.edu/kerberos/), a cryptpiia authentication scheme using a third-
party authentication server to grant cryptograptokens” that authenticate users to a given
service. Kerberos is an open standard designeawalp strong authentication by using secret-
key cryptography. Used primarily for secure intemation of existing systems, Kerberos is used
for user authentication.

= Entrust (www.entrust.com), Entrust.net, a subsidiaf Entrust Technologies that offers a
portfolio of service solutions to securely managpisiness transactions. Solutions include secure
e-business transactions from e-commerce Web sitéstdractive cell phones. entrust also
recently entered the secure transaction businessirieless. Entrust.net manages personal, web
and WAP (for wireless) certificates. In particultie new WAP Server Certificates are digital
certificates that enable WAP servers to establistel@és Transport Layer Security (WTLS)
sessions with mobile phones and micro-browsersthgdort the WAP standard.

= PGP (Pretty Good Privacy), a popular program abvlailan the Internet that uses public-key
cryptography to authenticate users to each othbowtithe use of certificates.

= A number of public-key based cryptographic infrastinre tools, such as the Microsoft and
Netscape Certificate Servers, which allow for tingusion of public-key certificates in various
applications.

It is important to understand the role Btblic Key Infrastructure (PKI) in authentication
Authentication mechanisms include a wide rangeptibns such as user ID and password, one-time
passtokens, digital certificates, and biometrideesSE mechanisms are typically part of Public Key
Infrastructure (PKI). PKI capabilities help ceand manage asymmetric cryptographic keys or
public/private key pairs required by applicationke following major PKI components provide the
necessary capabilities to establish, maintainpaoigct trusted relationships.

The Certification Authority (CA) creates and sighgital certificates, maintains a list of certifiea
that have been revoked before the expiration detéficate revocation lists), makes these cestiéis
and revocation lists available, and provides arfate so administrators can manage certificates.

The Registration Authority (RA) evaluates the criidds and relevant evidence that a person
requesting a certificate is who they claim to bbe RA approves the request for issuance of a
certificate by a CA. CA and RA functions are preddoy a wide range of PKI providers such as
Tivoli SecureWay Public Key Infrastructure

Directory Services, based on the Lightweight Dosc Access Protocol (LDAP), define and
implement a common schema for users and groupsdifdwtory service is the point of integration
for user authentication among products in many rggcsystems. This has a positive effect on
reducing administrative costs and complexity. Aruesa be defined once within an enterprise, and
information about that user can be accessed insistent manner by multiple different applications.
By comparison, in today's environment, common dbjewist be defined and administered on a per-
application basis.

8.4.5 Authorization and Access Control

Authorization is concerned with assuring that omlythorized users can access a particular system
privilege. Authorization relies heavily on accestml -- the process checking whether an
authenticated user’s privileges permit the exenutica particular operation on a particular praect
resource. For example, can Alice withdraw moneynfiaccount zc-11-35. The access control is
typically enforced through access control lists (& that may look something like the following:

User name Resource Name
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Joe Payroll
Sam Accounting
Tim Inventory control

Scalability of ACLs is a major issue because modepiications may scale to dozens or hundreds of
Web servers and potentially tens of millions of esdrs. The administration of ACLs can be very
complex if they must be configured on each Webesesystem. Authorization to back-end data or
subsystems must be handled as well, includingregstieat have existing authorization mechanisms.

In addition, authorization to other key e-businessurces such as objects and message queues must
be incorporated.

Due to the complexity of managing ACLs, many aians provide access control on their own
because it is not always possible to provide iapjalication access control using Kerberos or public
key schemes. Some products have been releasethdkat use of the Distributed Computing
Environment (DCE) access control policies. Theselymts, such as HP's Praesidium, make use of
the fine-grained access control capabilities of Dl link them to the deployment of Kerberos
within a system. Other products such as the Tetureway Policy Director provides a centralized
authorization service that is the point for adnt@ring access controls for Web servers, Web
applications servers, firewalls, EJBs, and othsiesys.

8.4.6 Accountability and Assurance

A system needs to log all attempts to access @gpeesources to ensure that the system is secure.
This logging can also facilitate management deussiby allowing analysis of use patterns. A
comprehensive, distributed logging and audit fgditr Internet-based applications is needed.

In essence, an e-business must provide assuratctnehinfrastructure and application resources,
including systems, networks, and data, are pratewith regard to confidentiality and integrity. $hi
includes protecting the enterprise network andesystfrom various forms of attacks, and also
requires that the communications between the casisombusiness partner and the application is
secure and confidential. A solution architect daoose from the set of mechanisms discussed so far
to satisfy the specific security requirements fier solution. Two additional considerations are:

* Intrusion detection - These services emphasize €eatkction of intrusions. Should a DMZ,
extranet, or any internal system be compromised,nged to detect that fact early, and take
necessary actions to prevent the launching aftlagiuattack into the private network.

» Virus detection - Computer viruses can enter ygstesns in a variety of ways: via e-mail
attachments, from software installs, from filesugiat by employees from home, etc. They can
quickly proliferate from system to system, useuser and cause damage to data, applications
and networks. Viruses must be identified quicldglated, and damage repaired.

8.4.7 A Security Example

Let us go through a simple customer scenarioustitite elements of a successful secure e-business
solution.

A fictitious investment firm, Get Rich Quick (GRQuants to allow its customers to access and
update their account information and use someeofitim's financial analysis tools via the Internet.
The goal of this project is to reduce the cosustamer service. While there are many design ateas
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play in this scenario, we will focus on securitydamw it impacts the design, deployment and
management of the solution. The main restrictothat the cost of the proposed solution must be
less than the projected savings in customer service

GRQ has identified several main risks and definedhanisms to address them. Here is a summary
of three:

Risk1:

» Risk statement - Information flow, including passsand account data, over the Internet is not
secure and may be stolen.

= Mechanisms to address the risk - Ensure theresatgescommunications between the end user
and GRQ. Make sure that all network traffic betw&&0Q and their customers is protected using
SSL at a minimum.

Risk2:

= Risk statement- Hackers may attempt to accessSR@ system by trying user ID and password
combinations to impersonate an existing customer.

=  Mechanisms to address the risk - Ensure thatytsierm can determine that users are who they
say they are. Implement strong mutual authenticatising PKI. Provide smart cards with
certificates and smart card readers to all cus®nwo sign up for the service and encourage
their use. Provide X.509 certificates on a browssasn alternative.

Risk3:

= Risk statement- Hackers may try to attack and paeehe GRQ network, and infect the system
with a computer virus, etc.

» Mechanisms to address the risk - Protect the eigermetwork and, where possible, the
customer end user system from intrusion and atRxcikide antivirus software for end users who
sign up for the service. Install antivirus and uston detection software in the enterprise.
Implement a DMZ between the company intranet aagbttlic Internet.

The application architecture uses a logical 3¥igsb application model with a thin HTML-based

client that uses Java and Enterprise Java BedBs)Hor access to the existing customer account

database. Based on this overall architecturefdlf@ving security-related design decisions were

made:

= All information about users and groups is stored itentralized directory service, deployed in
the intranet, to decrease complexity and makephkcation easier to administer when users are
added or deleted.

= A centralized authorization service is used to nia&asier to define and manage the permission
policy for access to programs, data, and otheuress. It is deployed in the intranet. A trust
relationship among the systems used by the appfhidatused.

= The end user is required to sign on (log in) to skistem once and only once. All system
interaction is transparent to the end user. Ciiedlemapping is used, where necessary, to
implement single sign on.

= The system is designed to fit into the DMZ modédhe Tapplication's presentation logic is
deployed within the DMZ and the application's bass logic is deployed within the intranet.

=  GRQ will not issue certificates. A 3rd party Céctite Authority that implements Public Key
Infrastructure or comparable software is usedhigrftinction.

»  GRQ will log and examine attempted security bregche

Next step is to define and configure the principaid objects for each system, and their permissions
in a consistent fashion. A Security Manager (SMjsisd in this step to a) define the set of Webgpage
and objects that will be managed, b) enroll endsusgroups and server principals, c) define the
permission policy for Web pages and objects, aratid)the credential mappings required for single
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signon support to existing systems. Many SMs arentercially available. IBM's Security Policy
Director is an example. The firewall systems anefigared on each side of the DMZ. The outer
firewall (router) allows only HTTP/HTTPS protocdbvs, and the inner firewall allows only [1OP,
and LDAP protocol flows.

Customer
Site GRQ.com ﬁsn?e
Site
HTTP Page
Web 7> web /] °
Browser \ Server
1 4,510 3 GRsQ Sl?et;rgal
Smart \ Security Y
Card SSIN Manager Account
\
Reader Proxy %, Balance
4y Application
Protected
Page
8
A
DMZ Security
Firewall d olrectory
Firewall

Figure 8-10: Security Flow Example

Figure 8-10 shows how the security architectureentombined with the application architecture,
results in a trusted e-business solution. The emhd flow sequence is as follows:

1. Pat is a GRQ customer. She inserts hert&aad in the Smart Card Reader attached to her PC
and enters her PIN number to enable her systenth@atdials into her ISP for connection to the
Internet and starts her Web browser.

2. Pat accesses the GRQ home page by typiogviavw.grg.com. The HTTP request flows
through the GRQ outer firewall / router to the Sggdanager (SM) proxy.

3. The SM proxy inside the DMZ receives theTRTrequest and determines that the GRQ home
page is not protected, so the Web page is seatto P

4. This home page includes a link to a prettgiage. By linking to this page, an SSL session is
established between the browser and the SM praxya#ft of SSL processing, and to identify Pat to
the SM proxy, the browser accesses Pat's cerifarad private key from the smart card, which was
activated in Step 1. (Note that in addition toitegtes, user IDs and passwords and other thiry-pa
authentication mechanisms are also supportediicaty@Ms.)

5. The SM proxy sends Pat's certificate toShe to establish Pat's logon. The SM proxy then
uses its copy of the SM access control list (ACGLdetermine whether Pat has the permissions
needed to access the protected Web page thatigttsner applications.

6. The "Welcome" Web page is sent to Pabritains links to available applications. Pat cliocks
the "Account Balance" application link which seadsHTTPS request to GRQ.

7. The SM proxy ensures that Pat is authoti@eabtain her account balance. Once authorized,
Pat's user credentials to GRQ-Accounts-Applicatiza obtained and the HTTPS request is
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forwarded to GRQ-Accounts-Application, includingosie credentials. This credential mapping
capability provides single sign-on.

8. GRQ-Accounts-Application issues a callhe Security Directory running behind the inner
firewall to authenticate Pat. This request flowstigh the inner firewall. This establishes Pag®fo
to GRQ-Accounts-Application.

9. GRQ-Accounts-Application evaluates if Bauthorized to execute the needed method. Several
additional checks are made to make sure that Rathigrized to access this information. Finally, an
SQL query is issued and run after the databasegeaaathenticates the credentials and authorizes
access.

10. The results of the query are returned. ddta is passed back through the systems to GRQ-
Accounts-Application running in the DMZ where tregalis formatted into a Web page which is sent
to Pat over the SSL session.

Security For a Retail Sector Supply Chain - An Example

Here is an example of security considerationa fatail sector supply chain.

e

Corporate Security. Data access profiling according to registered paony structure is provide
Specific users are identified as designated reggenmarticipants. This ensures legitimate transast
and prevents unauthorized users.

User Security Each individual participant is restricted to theivn data. Depending on the type|of
transaction, users can choose either public oateraccess.

Transactional Security. Transactions require approval from both partidsetcompleted. This ensures
that erroneous transactions are not completed.

Network Security. Browser connections to Web servers and apps 3@ tand secure HTTP for
executing business transactions. The standarcbenwimt authenticates and encrypts communications
with 128-Kbit Secure Sockets Layer (SSL) digitatifieates.

8.4.8 Summary of Security

A wide range of security technologies ranging frublic/private key encryptions to digital
certificates and ACLs are currently available tdrads the authentication, protection, authorization
and accountability aspects of security. Tables&evs a mapping of various security technologies to
security needs (e.g., which technologies addrdsish needs). We will discuss this table in detail

a later chapter..

Table 8-2: Security Considerations - Mapping Tetdmies to Needs

Technologies Protection, Authentication Authorization/ac¢ Accountability
Privacy, and ess control L
integrity (Non-repudiation)

Encryption X X
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Password X X
protection

Digital signatures

Message Digest X

Digital certificates

Firewalls

SSL

X (X X |x

IPSec

Kerberos X

ACLs X

Audit trails X

Time to Take a Break
V% Overview & eCommerce Middlewar
v+ eCommerce Security

« eCommmerce Platforms

* Distributed Transaction Managemeqt
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-
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Suggested Review Questions Before Proceeding
What are the important security issues in e-coma®erc

What type of security services and protocols aegl®e to support e-commerce security?
What is PKI and why is it needed for e-commerce?

What are commerce servers (explain through exajfples

If you had to design a new security server, whatlevit look like (architecturally) ?
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8.5 Electronic Commerce Platforms: Packaging EC Middleware

8.5.1 Conceptual View of EC Platforms

Ecommerce, even just for C2B, requires a wideaaolglT infrastructure services that include
network services, general purpose middleware ssgiach as Web, and EC specific services such as
e-payment and EDI. It would be ideal if all theififrastructure services could be packaged together
to support EC. This a commercial reality at presetfite IT infrastructure services needed for EE ar
being packaged together aekectronic commerce platforms(also known as commerce servers).
Many vendors, as we will see shortly, such as IBAi;rosoft, Oracle, Netscape, and Sun are
providing such integrated EC platforms that carvigealmost all services (both transactional and
non-transactional) needed for EC. At a conceptal] the EC platforms consist of the following
building blocks:

= Network and operating system services

= Core middleware (e.g., web)

= EC specific middleware

= Management and support services

Electronic commerce over the Internet is relativedyv at present and will evolve through various
stages. A possible scenario of evolution is presemt Table 8-3. In the earlier stages, enterprises
utilize services such as email and EDI. As moréniegs processes are automated, and more business
information is generated and processed in electrforim, additional services such as decision
support and workflow between organizations is néeBach stage will introduce new challenges in
the infrastructure (i.e., middleware, networks, aggment and support services). Many business
communities are currently in stage 1 of EC, altthosgme have started experimenting with stage 2
applications. Most of the growth will be in the wlielvare, especially in transaction management. It
can be seen that most of the growth will be inrtiédleware, especially on transaction and flow
management between organizations. [The table sBoegels; here you refer to stages. Probably
need to pick one term & stay with that.

The terms "Commerce Server' and "Application S€raee used interchangeably by some e-
commerce platform providers. Keep in mind thabgplication server (also known as app server) is
a platform for development, deployment, and manag#isupport of general Web-based
applications. A Commerce Server is an Applicatioerv€r that specializes in e-commerce
applications, thus it is a special case of thegéotass of application servers.

Table 8-3: Types of Commerce Servers (EC Platforms)

Typical Main Network Middleware | Management
Examples Applications Services Needed and Support
and Services needed Services
Needed
Simple Simple business to | « Mainly POs Internet + VAN | Email, EDI, | Security
Ecommetce business and invoices Enhanced
(Level 1) commetce « Limited Fax, File
advertising and transfer
browsing
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Typical Main Network Middleware | Management
Examples Applications Services Needed and Support
and Services needed Services
Needed
Professional Large  electronic | « Increased Extranet Integration of | Directory
Ecommetce shopping  malls, | advertising and wotkflows, Fault
(Level 2) Military browsing enhanced management
procurement « Integration EDI, email,
systems within legacy system
organizations integration,
distributed
objects
Advanced « Seamless Extranet Distributed QoS
Ecommerce Electronic browsing and Transaction
(Level 3) Commerce advertising Processing,
“Brokers” - Integration Decision
and flow of support,
work across Mobile
organizations computing,
Intelligent
Agents,
Real time
multimedia

8.5.2 Conceptual Architecture of eCommerce Platforms

Figure 8-11 shows a conceptual view of a genedhlemmmerce platform. At the core of this

architecture is the ecommerce server that providesset of APIs, command support, macros,

daemons for dynamic web page generation, and hagting for accommodating multiple virtual

stores on the same machine. The ecommerce setygicaly based on a web server such as Apache

or 1IS. Another important component of ecommer@f@ims is a commerce database that houses

the transactional (e.g., order information, shigpifformation) as well as non-transactional (dax,

calculation tables) catalogs and databases. Tlatabades typically come with native support for

vendor supplied databases (e.g., IBM DB2, Oraclalidse, or MySQL), and can be optionally

stored in any other ODBC compliant databases. Qitiponents, also built into general purpose

commerce servers, are:

= The Internet connection secure server establigtesessessions across the Internet between the
end user's browser and the ecommerce applications.

= The commerce administrator provides a suite ofstticht are used to create and administer
commerce sites and virtual storefronts.

= The commerce utilities support import of data icetalogs from external sources such as supplic
(supplier ?) stores, and legacy data interfacesadoess to business applications ("Merchant
Legacy Systems") such as inventory and billing.

= The commerce companion products support relatedupt® such as Secure Electronic
Transaction (SET) payments, catalog workbench feating and maintaining catalogs, data
mining tools, and document flow systems.

The conceptual view of ecommerce servers presantédure 8-11 can be customized and mapped
to many commercially available ecommerce platfoavailable from IBM, Microsoft, Oracle and
others. Some general trends are worth noting. ¥ample, SOA (Service Oriented Architectures)
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Figure 8-11. Architecture of a Generalized Commerce Server

8.5.3 Examples of eCommerce Platforms

Many ecommerce platforms have appeared in the tpéake since the late 1990s. Here is a list of
the most common ones (please do a Google sedinl tbe exact links plus more platforms):

= Oracle E-Commerce Platform

»  Microsoft Internet Commerce Strategy

= |BM WebSphere

= Netscape EC Servers and the Sun iPlanet Platform

= Open Market Commerce Server

= BroadVision Commerce Platform

= Miva Merchant Server

While different vendors choose different technasgto implement their commerce servers, the
following trends are worth noting:

= Most commerce servers are using Web Services asyhmiddleware technology

=  SOA-enablement is a common strategy used in mogheoce servers.

= Many commerce servers are Java based, but aSied ltommerce servers also abound

= Many commerce servers are becoming available frenepen source community
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8.6 Case Studies and Examples

8.6.1 eCommerce for Small Businesses

Graduate students at the University of Minnesotadacted a study to learn about how small
businesses use the Internet in their businesssgditie: "Topics in Design, Housing and Apparel:
Global E-commerce", Fall Semester 2003). The stadmnducted 30 minute telephone interviews
of Minnesota entrepreneurs to collect this inforamatThe companies interviewed are listed below
(the results of each interview can be reviewediblging on the links):

Andrej's European Pastry

EdVisions Cooperative

Helios Nutrition

Hunt Utilities Group

Madonna Peltier-Yawakie

Midwest Wireless

Philip Drown Companies

ProTainer

RBJ’s Restaurant

Rolco Inc

Rural America Partnership

Sawbill Outfitters

Todd County Emall

Tri County Hospital

Wild Rose Farm Organics

8.6.2 Intemational Racehorse Transport Uses eCommerce

International Racehorse Transport (IRT) transportse than 5000 horses each year around the
world. Established in 1972 and headquartered iroMehe, IRT has offices in Chicago, Auckland
and LA.

The biggest challenge facing IRT was document nemnagt and profiling of each horse being

transported. In fact, transportation of each herg@nationally is a transaction that has to fatis

multiple customs regulations. A great deal of dighé work and time consuming administration

required employees to work long hours to keep up tie administration required by customs

authorities around the world. To decrease the lebsts and time taken for each job, IRT developed

a centralized database application which centtadiid all information about each horse. This

information is stored on servers based in the Melm offices and is accessible via intranet by

international offices. The application is a cdhyriaoused Lotus Notes database that can be adcesse

by all employees around the world, giving them asde important information required on horses

being shipped to their market. The data manageimeeach horse transported is shown below.

= The horse details are entered into an interfadbeabrigin when the horse is registered for
transportation.

»= The data is stored in a database on a central sefMelbourne.

= The transport market to where the horse is being G review details and change what is
relevant to that market.

= All parties can login and obtain the required fotmmeet customs requirements.
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= Needed transactions for different customs officas loe executed when a horse is transported
over international borders.

The overall objective of this document managemgstem is to increase staff morale and improve
overall job satisfaction. IRT estimates 40% oVesalings due to reduced administration work
required for each horse. The expected savingsramma $750,000 per annum due to the internal
document process improvement. The development efstftware application cost IRT about
$200,000, the hardware cost about $75,000 anelgteommunications costs amounted to $20,000.
IRT is also exploring opportunities to integrateamtine booking application for clients to further
save operational costs.

Referencewww.mmv.vic.gov.au/Assets/231/1/InternationalRagsbdransport.pdf

8.6.3 HD Chauffeur Rides Uses eCommerce

HD Chauffeur Rides, an Australian company, condurtsides around Victoria on Harley Davidson
motorcycles. HD Chauffeur Rides is a sole propridiosiness with 35 experienced contract
chauffeurs who conduct the rides. John Karmouckeatgs the business from Blackburn in Victoria,
Australia.

Using photography, text and video catering for badirowband and broadband, a website was
created to demonstrate the HD Chauffeur RidescgsrvBooking is done online, by email or through
the phone. In addition to yellow pages directosfifgs, brochures and business stationary, HD
Chauffeur Rides’ business is generated throughwiiesite’s ability to be found by major search
engines such as Google and Yahoo. The websiterdtraies the available tours, motorcycles and
quality of service by using a photo gallery as \aslla streaming video of a motorcycle tour around
the city. The rides can vary immensely in duratowl distance and are priced after the customer
reguirement is understood through an interactissiae.

HD Chauffeur Rides generated approximately $65j006ales as a result of visitors using the
website. After the cost of goods used at $16,000¢t sales were around $48,750. The business was
able to save $28,700 in operating expenses ingudin major expenses of rent, approx. $15,000
and wages, approx $13,000. The overall return gastiment was around $65,290. A content
management system will be implemented to autorhatefters on the website. HD Chauffeur Rides

is also planning to get into online marketing usiegrch engines, pay-per-click advertising etcyThe
plan to increase bookings using the pay-per-clittlegising method.

Referencewww.mmv.vic.gov.au/Assets/230/1/HDChauffeurRide$.pd

8.6.4 Wholesale Order & Reporting System

This case study is about a company that operddegealce Cream franchise business in the Southern

New England and the New York City metropolitan afdor to a web-based wholesale ordering

application all orders were handled via the pharfevoand generally the ordering process required 6

employees. Due to the efficiency introduced bywleb-based application the company was able to

reassign 4 employees to other functions. Applinaecifications included:

= Provide 100+ franchise locations with the capahiititreorder supplies/products online 24/7.

=  Produce on-demand (Daily, Monthly, Quarterly amhial) reports.

= Each franchise had the potential to own severatitmes and each individual location needed the
ability to order separately, yet all orders halddas a sub order for the Master Store Franchise.
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= Provide the ability for the each location to trabkir orders and to notify each location when
their order has shipped via an automatic email.

= Ability to report all orders separated out firstthg Master Franchise account and then by each
location for that Master Franchise.

= Ability to send out automatically, monthly invoicies all orders shipped.

The application was developed by Web Global Netl ased the following technologies: PHP,
MySQL, Javascripting/AJAX, SSL Certificate, CSS,MII, On-Line HTML Editor, On-Line Image
Editor, Windows Server, and User Interface / Graplasign.

8.6.5 Diary Phone — a Web-based Application to Record People’s Thoughts

The Web-based audio journal application, calledyDihone, was developed by Stylus to simplify
Ecommerce. It is a 3-tier architecture-based ordineio journal application that provides a cost-
effective solution for capturing and recording $igmificant moments in people lives. Diary Phone is
a web-based application that allows users to rabeidthoughts on the phone and delivers the audio
file and transcription for a nominal fee. Diary Rbas primarily intended for the busy people who do
not have the time or patience to write their thasiglown. These thoughts may include ideas about
what needs to be bought from where.

When the user dials the toll free number to begoonding, he is automatically connected to the
Interactive Voice Response (IVR) technology proridgubsequently, the IVR provider is linked
with the Diary Phone web application. The webliegpon allows users to record their voice on a
phone and delivers the audio file with the tramsaimaterial to the end user. Advanced features of
the website include picture gallery and the mixafigpictures and the audio to create a rich user
experience.

Source: http://www.stylusinc.com/Common/SuccessStorieskPdione.php

8.7 Case Study: On-line Purchasing for XYZCorp

As stated previously, XYZCorp wants to setup anlimm-purchasing system that will allow

customers to purchase the company products thitbegieb. You have been asked to workout the

details to make it happen. Specifically, you haserbasked to do the following:

= Give an overall architecture of the system.

= Give more details about how the payment systemwmitk through a credit card (i.e., show how
a merchant bank and a credit card processing ageélhpgrticipate in this system).

= Discuss how the PO processing will take place. St@nkey players, their role and the flow
between the players.

= How can you include security in this system? Whiit we the different levels of security?
Discuss flow of security in this system.

= How can XML be used in this system? Give details.

= Survey, evaluate and pick an e-commerce platfoatncim support this storefront.

= Get the demo copy of the selected e-commerce plaffavailability of a demo copy may be a
selection criteria), download it and run some sangkperiments to see how these platforms
work.

= What will you need to do to convert this storefriomd a virtual storefront (i.e., the customer can
choose items from multiple suppliers)?

Hints:



MODULE (TECHNOLOGIES)

Most of these questions can be answered by regewvnmaterial in this chapter. It is a good ittea
start with the simple on-line purchasing systentidesd in Section 8.2.3. You should draw a sketch
that resembles the following figure and then taesit into a physical architecture (“solution
architecture") that shows the middleware, and #tevork.

It is a good idea to develop an evaluation critégdore conducting a survey of e-commerce
platforms. The evaluation criteria should includetérs such as features provided, extensibility,
interfaces with other systems, availability of andecopy, number of users, vendor support and
staying power.

Buyers Seller (Supplier)
Purchase
Site
Web N  Web
Browser Server
I Back-end
Purchasing Systems
System (Order Processing,
Customer \ Inventory Control
Sites Product Payment)
Catalog

Figure 8-12: A Simple Internet-based Purchasing System

8.8 Concluding Comments

This chapter has given an overview of the middlevearvices and platforms needed to support EC.

At a conceptual level, the IT infrastructure for E@hsists of the following :

= Networking servicesto provide the network transport between EC pastner

= General purpose Middleware servicesg.g., web servicgédo support interactions between
remotely located, including but not restrictedEG;, partners. These services are not discussed in
this chapter (we discussed them in the Chapter "&iel>XML").

= Basic EC middleware servicesto provide value added features needed by many EC
applications. Examples of these services are psirdnapayment, shopping carts, billing, EDI
and XML. These services have been discussedsictiapter.

= Advanced EC/EB middleware servicesneeded to support the virtual/next generation
enterprises. Examples of these services incluggosufor mobility, supply chain management,
enterprise integration software, and electronidataftrading hubs. These services are discussed
in other chapters.

= Management and support servicegor administering the electronic enterprises. Epla of
these services include planning, provisioning, tfamhnagement, performance management,
change management, and security for electrongr@iges.

E-commerce is often a high-risk business. One wawitigate high risk is by limiting assets, andthi
is accomplished by outsourcing the infrastructétepresent, almost anything can be outsourced,
from a simple merchant account to an entire Webrrgerce site. Outsourcing, it should be noted,
shows its negative side by impacting return mardsts while outsourcing the infrastructure is a
viable alternative during the initial phase of azobenmerce venture, it may not be adequate dureng th
growth and mature phases, where a more efficieeps would guarantee higher return margins.
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8.9 Review Questions and Exercises

1) Find and describe an on-line purchasing systenghesed in the industry.

2) What are the key attributes of EC middleware? Whbies are not discussed in this chapter?
3) Discuss the role of transaction processing in ercerce.

4) What security packages are commercially availabatisfy EC security requirements?

5) Choose two commerce servers discussed in thisestaamd compare/contrast.

6) Choose two commercially available commerce seamaiscompare contrast them.

7) Conduct a literature survey and identify additionammerce servers not discussed in this
chapter.

Time to Take a Break
V% Overview & eCommerce Middlewar
v+ eCommerce Security
v eCommmerce Platforms

* Distributed Transaction Managemeqt
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8.10 Attachment A: Distributed Transaction Management Details

8.10.1 Overview of Transaction Management Concepts

Let us now turn our attention to data modificatioat is typically accomplished through a transactio
manager. The concept of a transaction originates the field of contract law [Gray 1981, Walpole
1987] in which each contract between two partiesaf@saction) is carried out unless either party is
willing to break the law. From a business and es&t-point of view, transactions occur at two levels
customer to business and business to businesBigere 8-13). In computer science, a transaction is
defined as a sequence of data operations (redd,amd manipulation commands) that transform one
consistent state of the system into a new consistate [Eswaran 1976]. Examples of business
transactions are: electronic transfer of money fama account to another, update of an inventory
database, and purchasing a ticket electronicatlyactomplish these business transactions, computer
transactions are executed. Examples of the comjpatesactions are a group of database operations
(e.g., SQL statements) that need to be executedsamle unit, a program with embedded SQL
statements that updates one or more relationalstadmhd a Cobol program that modifies indexed files
[Ozsu 1999].
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Figure 8-13: Transaction Example: Customer to Business and Business to Business

8.10.1.1 The ACID Properties

As discussed previously, a transaction has foupeguties, known as the ACID (atomicity,
consistency, isolation, durability) properties. etélled discussion of the ACID properties for
transactions can be found in [Gray 1993, Ozsu 1998 implication of the ACID properties for
transaction management is as follows:

Serializability (Concurrency Control): This allows transactions to execute concurrenthjle
achieving the same logical result as if they haateted serially. Concurrency control allows mudtipl
transactions to read and update data simultaneoasly includes transaction scheduling and
management of the resources needed by transadtiong execution. Transactions can be scheduled
serially (“"single-threaded") to minimize conflices in parallel ("multi-threaded”) to maximize
concurrency.

Commit Processing This allows commitment of transaction changet é@xecutes properly and
removal of the changes if the transaction faile Tansactions usually "bracket" their operations b
using "begin transaction” and "end transactiontestants. The transaction manager permanently
enters the changes made by a transaction whercdueters the "end transaction" statement;
otherwise, it removes the changes. Transaction geasalso log the results of transactions on a
separate medium so that the effects of transaatemmbe recovered even in the event of a crash that
destroys the database.

Although the ACID properties as well as the sezdility and commit processing implications are
important, it has been argued that all these piiepeamount to atomicity and serializability
[Triantafillou 1995]. This is a pragmatic view thaiteatly simplifies the discussion of transaction
processing.

8.10.1.2 Transaction Models

Transactions may be classified into the followingglol models:

= Single-site versus multiple-site (distributed) trasactions The transactions may be restricted
to a single site (e.g., one database server)naaytspan many sites. We will discuss distributed
transactions in the next section.

= Queued or conversational transactions In queued transaction processing, such as found
IMS-DC, arriving transactions are first queued th scheduled for execution. Once execution
begins, the transaction does not interact withues. In conversational transaction processing,
such as found in CICS and IMS, the transactionsrant with the outside world during
execution.

= Short (flat) or long (workflow) transactions: Short, also known as flat, transactions staift ait
"begin transaction" instruction and end with a "ocgintransaction” or “abort transaction”
instruction. Flat transactions are all or nothihglbactivities (you cannot commit a portion of a
flat transaction). Long duration transactions (dteown as Workflows, Sagas and Flexible
Transactions) consist of a sequence of distriboteglieued transactions to perform a multitude
of activities that may span several business whigs organization. Long transactions may be
constructed by chaining or nesting individual teantisns. These transactions cannot be typically
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satisfied by a single transaction (distributed vewed). A special case of long transactions is
massive batch updates. These transactions arellygiandled by providing a series of "synch
points" at which all the changes made are comm(éieg, a synch point after every 100 hundred
updates).

8.10.1.3 Transaction Managers

A transaction manager (TM), also known as a trdimsagrocessing monitor (TP monitor),
specializes in managing transactions from theintpof origin to their termination (planned or
unplanned). The TM facilities are traditionallyagtated with the DBMS facilities, as shown in
Figure 8-14. This allows database queries fronewifft transactions to access/update one or several
data items. However, some products only specialiZé/ with special focus on handling thousands
of OLTP users. These TMs provide a variety of nainiy, dynamic load balancing, process restarts,
and priority scheduling capabilities. Under thetoalrof a sophisticated TM, a transaction may be
decomposed into sub-transactions to optimize l/@aarresponse time. Examples of commercially
available TMs are CICS, Encina, and Tuxedolt is alevays possible to find separate TMs in
commercial products. In some systems, TM facilites embedded in communication managers,
operating systems and/or database managers. icufaartmost RDBMS vendors at present provide
some TP facilities, known as TP-Lite (see Sectid0.8).

An introduction to TMS facilities is given in theodk [Ozsu 1999]. A detailed classification of
transaction processing systems can be found i TO8fL].

Applications

Databasg Transaction
Manager Manager

Network Services |

Figure 8-14: Conceptual View of a Transaction Manager

8.10.2 Distributed Transaction Processing Concepts

Distributed transaction processing (DTP) allowstiplel computers to coordinate the execution of a
single transaction. This occurs when the data mkebgea transaction resides at many computers.
Atomicity of a transaction is of key importancell-the activities performed on different computers
by a transaction must be completed properly oraiytivithdrawn in the event of a failure in the
network, application code, and/or computing haréwArdistributed transaction manager (DTM), a
collection of software modules, is responsibledistributed transaction processing. Transactioms in
DTM are known as distributed (also known as mitit}stransactions that access data at several
different sites. A distributed transaction consisfsseveral local (also known as single site)
transactions which access data at one site.

8.10.2.1 Distributed ACID

Each distributed transaction is treated as a sirggeverable unit and must pass the "ACID"
(atomicity, consistency, isolation, and durabilitgst. Consequently, the main responsibilities of a
DTM are as follows:

= Atomicity of transactions through commit processing foufaihandling and recovery.

= Serializability of transactions through update synchronizationcandurrency control.
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It is important for different sites to reach comiifreement while processing sub-transactions of a
global transaction. The most widely used solutmrthis problem is the two-phase commit (2PC)
protocol that coordinates the commit actions neeedun a distributed transaction. When a
transaction issues a COMMIT request, the commibrads performed in two phases: prepare for
commit and then commit. If a failure occurs in fvepare phase, then the transaction can be
terminated without difficulty; otherwise, all sutathisactions are undone. Please note that phase 2 is
COMMIT and must complete. Two-phase commit willdiscussed in Section 8.10.4.1. Two-phase
commit has been implemented in many systems arals@ included in the ISO Transaction
Processing (TP) standard.

Many algorithms for update synchronization and oamency control have been proposed and
implemented since the mid 1970s. Most algorithnesl uis practice are variants of two-phase locking
(2PL), which allows a transaction to lock the rases in first phase and unlock in the second phase
after performing reads/writes. Algorithms are alsed to resolve distributed deadlocks that occur
when transactions wait on each other. A reviewhebe algorithms can be found in [Umar 1993
Chapter 6].

8.10.2.2 Distributed Transaction Models

Figure 8-15 shows a few basic models of distribtiteasactions. In case of remote transactions, the
client submits (ships) the request to execute thesaction on a remote system. The remote
transaction either commits or aborts, independérth® requesting system. In case of commit
coordination, the requesting site manages the égaaf the transaction across multiple sites. The
protocol used in this case is two-phase commitalS®tecution moves the coordination from one site
to the next to complete a multi-site transaction.

’ Execution‘ «— ’ Execution‘

Execution Execution Execution

Coordinator

c) Serial
b) Commit Execution
Coordination

A) Remote
Transaction

Figure 8-15: Models of Distributed Transactions

These three basic models can be combined to pradang other DTP models for long running
(workflow) distributed transactions. In additiohetactivities performed on different systems can be
coordinated as queued or conversational transactiorgqueued DTP, the transaction managers at
different sites queue the incoming transactions teth execute them later, thus allowing for
organizational boundaries and control between mgstén conversational DTP, the transaction
managers interact with each other directly throthghcommunication network. Note that queued
DTP is not suitable for commit coordination (Figlel5b) because the sending site can only
communicate with other sites through queues. Queaatel does work quite well for remote and
serial transactions.

©- AMJAD UMAR 847



CHAPTER 8: E-=COMMERCE PLATFORMS AND DISTRIBUTED TR¥SACTION MANAGEMENT

8.10.2.3 Distributed Transaction Managers: The TP-H eavy Approach

A distributed transaction manager (DTM) is resgaedior the execution of a distributed transaction
from its beginning to its end and is in charge @B in a distributed environment. Thus, a DTM
must address numerous technically challenging sssueh as concurrency control in distributed
environments, update synchronization, and datgrityteafter failures in a distributed environment.
Due to the complexity of DTMs, they are referreda® "TP-Heavy". Research in distributed
transaction management has been actively pursuégtierogeneous databases for several years [Pu
1991, Soparker 1991]. Although detailed technitstugsion of these topics is beyond the scope of
this book, we will review the key technical chaties and approaches in Section 8.10.5 and suggest
additional sources of information.

Examples of DTM products are Microsoft's Transacfoocessor, NCR's Top-End, BEA's Tuxedo

and Transarc. It is expected that in the futureenppoducts will become available and products will

operate across PCs, UNIX and MVS (newer versioascalled Z/OS) environments. In addition,

these products will conform to the ISO and X/Opdandards for distributed transaction

management. We discuss these standards next. igenesting references in this area are:

= Vogler, H., and Buchmann, B., "Using Multiple MabiRgents for Distributed Transactions".
CooplS 1998: 114-121.

= Weikum, G., "Review - Atomicity versus Anonymityidributed Transactions for Electronic
Commerce". ACM SIGMOD Digital Review 1:(1999).

= Ram, P., Do, L., and Drew, P., "Distributed Tratisas in Practice".SIGMOD Record 28(3):
49-55 (1999).

Web Services Transactions

As indicated in a previous chapter, Web 8es/i(WS) is an area of tremendous activity at
present. Two specifications (WS-Coordination and Tk&sactions) are addressing the reliable,
transactional coordination of Web Services. WSr@ioation defines a general framework for

coordination between Web Services with a sharetkgbfe.g., a common databases). However,
WS-Transaction defines two particular coordinatigres for (short-running) atomic transactions

and (log-running) business transactions. A thirdettpment is the Business Transaction
Protocol (BTP) from OASIS that addresses long-meriusiness transactions and deals with
ACID properties accordingly. Work is proceedingatirspecifications.

Sources for additional information:
= Little, M., “Transactions and Web Services”, CACDLt. 2003
= “Web Services Coordination Specificatiomivw.ibm.com/developerworks/library/ws-coor/

=  “Web Services Transaction Specificatiowivw.ibm.com/developerworks/library/ws-transpec/
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8.10.3 Data Replication Servers — The TP-Lite Approach

8.10.3.1 Overview

Data replication is concerned with copying data getely or partially to multiple sites. The main

advantage of replication is that the data is stereere it is used most often. In addition, repldat

data can be accessed from alternate sites. Raplidatproves the read performance and data

availability, but can degrade the update performatue to the need to synchronize replicated copies.

Depending on the business needs, data may beateglito support operational processing or

informational processing. Here are some exampldatafreplication:

= Price information is replicated at all stores teespup the checkout counter processing. The price
information may be completely or partially repleat

= Skeleton customer information (e.g., customer nawepunt number, credit limit) is kept at all
different stores to speed up the order proces§ingiplete customer information is kept at a
central site.

= Data warehouses containing portions of data froeratpnal systems are constructed by many
enterprises to support decisions in marketing asthbss planning.

= Detachable computers (e.g., mobile computers) @ralways connected to the data source and
therefore, typically keep redundant data. Detaehabimputers usually extract needed data and
store it on their local disk for access while ofiegain a detached mode.

Data may be replicated for the following reasonsif@/1994, Triantafillou 1995]:

= Distribute data to where it is used to improve gantince, e.g., the price file.

= Data may be replicated to improve data availability

= Data may be copied to detachable computers fdineffprocessing.

= Data from different decentralized servers or dethlehclients may be integrated into one copy.

= Data is extracted from multiple operational databasnd loaded/replicated into a data
warehouse.

* The database on some platforms may have bettes toolapplication development and/or
administration. Thus, it may be quicker and cheapefevelop and maintain new applications
around the replicated data on new platforms.

= Some platforms may provide better and easier datsa and manipulation tools.

= Data may be replicated during a gradual migratemog.

However, data replication can be an expensive iameldonsuming activity that must be carefully
coordinated. In particular, the issue of keepirggréplicated data synchronized with master/primary
data is of key importance.

8.10.3.2 General Architecture of Replication Server s

Figure 8-16 shows a set of logical componentsgefreeralized Data Replication Server. In essence, a
data replication server provides software compandit replicate the changes being made at a
primary site to one or more secondary sites. Tloggeal components are customized and specialized
by different vendors depending on how the dataitiglly loaded, how it is synchronized (refreshed
or incrementally updated), whether the replicatath ds read-only or updateable, how the data
changes are captured, and how frequently the slayachronized.

Data Extractor: The data extractor component is responsiblediecton (capture) of needed data
from the primary databases. Entire database maseleeted for refresh or only deltas (i.e., data
changes) may be captured. Data captures for reifsestnaightforward, but requires considerable
effort for delta captures. The delta captures @ndhieved through a variety of techniques such as
the following:
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= Capture the data changes from the logs. The cgmtomgeam continuously monitors the logs, and
extracts the needed changes. This technique is onlyknown as "log scraping".

= Use database triggers, commonly available in RDBMSsapture the changes. The triggers can
be set for times (e.g., 6 p.m. every day) or athrents such as whenever a new order arrives.

= Employ programmatic captures from the databasepfuce program scans the source databases
and selects data based on predefined businessThesapture logic is application dependent
and not part of the replication server. An exangfle business rule is: "extract all data since
yesterday 5 p.m. on the highest sales in the segtiew region of the company”.

Data Extractor | primary

elog scraping site Many choices
etriggers *Send immediately
sprogram driven *Send periodically

\ «Accumulation levels
2 Extracted (100 changes at a time)
Data
\ Replication
3 Manager
47T

Primary
Data

Data Synchronizer Data Synchronizer
(Read only Secondary| (Read only

If update, sites If update,

send a transaction send a transaction
to Primary) to Primary)

Figure 8-16: Data Replication Server Architecture

There are many trade-offs between these approathedog scrapers are off-line processes and do
not interfere with the operation of the system. Triggers provide more flexibility but require extr
programming effort. The specialized data captuognamming gives maximum flexibility to the
end-users, but can be an expensive undertaking.

The data extractor component may also transformritrary data into the secondary data formats, if
needed. This includes conversions of data formadsdata models (e.g., IMS to RDBMS). Many
data replicators convert data to ASCII format anttensform it into a target data load format. For
most of the data replications, the need for extendgata conversion may not exist because the same
data in the same format may be replicated at desiea (e.g., customer information at multiple
sites). However, some applications such as datehaasing require considerable transformations
such as data consolidation (unification of différealues), summarization, and derivation (genematio
of new fields).

Replication Manager. This component is the heart of the data reptioagierver. It receives the data
from the primary site(s) and transmits it to thprapriate secondary site(s). The replication manage
may itself reside on the primary site(s), on a pd'replication server machine”, on secondary
site(s), or on a combination. Associated with gication manager is a directory which shows what
data is to be extracted, where it is to be sant the secondary site(s)), how frequently theaeted
data is to be sent to the secondary site(s)) fahel sent data is to be applied immediately caydd.

The replication manager usually includes an adiratige module that enables users to define,
generate, initialize, and customize the varioudic&wn server components. Examples of the
administrative functionalities are:

= Generation of data extraction and conversion progra
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= Specification of the primary and secondary siteghfe replicated data items.
= Specification of the parameters to govern the dperaf various components.

The administrative functionality can be providedotlyh a GUI operating from a desktop. The
generated programs can run on a desktop or omitharp data site. The administrative facilities may
also include scripting languages to ease the buwfleperating and administering a Data Replication
Server.

Data Synchronizer This component is responsible for transmissiorcayftured data from the

primary site to the secondary site(s) and resultiatés load/update at the secondary site(s). The

secondary data may be replaced entirely with the data (refreshed) or it may be updated

selectively to reflect changes (deltas). In maatadeplication servers, a staging area is created

the primary sites to store the captured data. Batahronizers employ remote data transfer service

such as bulk data transfer or interactive dataagds depending on how quickly the secondary data

is to be synchronized. Depending on the amountatd tb be transmitted and loaded, special

techniques may be used to speed up the transnfisatbprocess (e.g., bulk database load). Typical

options for this component are:

= Establish client/server sessions between the prianadl secondary sites to apply the updates in
real time as they become available or employ bai& ttansfer for batch update processing (e.g.,
end of day processing).

= Resolve conflicts, if applicable. Many older reptirs allowed updates of primary copy only,
thus no conflict resolution was needed. Newer cafitin servers (e.g., the latest Oracle
Replicator) are beginning to add "advanced" feattinat allow multiple copies to be updated
based on a conflict resolution scheme. Typical lmbnesolution schemes are based on time
stamps (i.e., if copy A is being updated but cophd® more recent changes, then A is not
updated and the request is sent to copy B).

* Broadcast the data to all secondary sites simulteshe or serialize the updates one secondary
site at a time.

= Lock all secondary sites when they are being uddatassure that all secondary sites have the
same copy of data or ignore this locking.

= Apply updates immediately when they are receivethatsecondary sites or perform bulk
updates periodically.

= Use bulk load utilities and/or SQL load for RDBMSs.

Framework for Analyzing/Selecting Data ReplicationServers.Several data replication servers are
becoming commercially available from a diverse yawé vendors. Here is a partial list of data
replication servers, listed alphabetically:

= |BM Data Replication Toolset (Data Refresher, Db, Data Propagator)

= Oracle Replicator

= Prism Warehouse manager

= Sybase Replication server

= Trinzic Infopump and InfoHub

= Praxis Omni Replicator

Some of these servers are oriented towards dathowsing while the others are intended for
distributed transaction processing. It is beyomdsitope of this book to discuss these and other dat
replication products. However, the generic architecpresented in the previous section can be used
as a basis to analyze, evaluate, and select tHeapm®priate data replication tools. For exantple,
generic architecture can be used to analyze thaggalication servers based on the following factor

=  Type of primary data sources

=  Type of secondary sites (read-only or update)

=  Mechanism to capture data changes (e.g., logessraersus triggers)
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Data refresh and/or delta update capabilities

Real-time versus periodic batch update synchatoiz

Conflict resolution options

Table 8-4 shows the factors that can be used tlyzavevaluate data replication servers. These
factors are presented in terms of the logical #chiral components presented in the previous
section. Table 8-4 can be used as a basis forajggegquestions that can be included in a reqoest f

proposal (RFP).

Table 8-4: Analysis Matrix For Data Replication Servers

Evaluation Factors

Productl

Product2

Product3

Extraction capabilities

Primary data supported (e.g., IMS, DB2, Oracl
Sybase)

Ability to select records/fields from primary

databases

Method of data extraction (log scraping, triggers,

programs
Any data conversions performed

Server management/administration capabilities

Automatic extraction/conversion of code generation

capability

Quality of code generated
Completeness of code generated
Efficiency of generated code

Ease of use (user GUI interface, trainjng

requirements)
Data dictionary capability (ties to data dictioea)i

Productivity aids (e.g., generation of scripts, JCL

created)

Update synchronization capabilities

Client/server sessions between the primary |and

secondary sites or bulk data transfers
Broadcast the data to all secondary sites or izerial

Lock all secondary tables (or rows) when they |are

being updated or ignore this locking

Apply updates immediately when they are received
at the secondary sites or perform bulk updates

periodically

Use bulk load utilities and/or SQL load for RDBM$s

Operability (environment needed for tool operatiew,,
PCs, UNIX workstations)
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Vendor maturity (strength of company, market posit
etc.)

Replication server maturity (product reliabilitysopduct
direction)

Product support (based on other client feedback| and
customer service contracts, technical support, tdefk
support)

8.10.4 Two -Phase Commit ("TP-Heavy") Versus Data Replication Servers
("TP-Lite")

Implementation of algorithms for failure handling distributed transactions is an expensive
undertaking. Two-phase commit (2PC) and Data Reflic Servers are two different approaches to
guarantee integrity of distributed data under fagu Two-phase commit as well as Replication
Servers have some trade-offs. Due to the acaderdiindustrial activity in two-phase commit and
the widespread availability of Replication Servergareful analysis of the trade-offs between using
two-phase commit-based algorithms versus usingd&éph Servers is essential for several practical
situations.

The reader should keep in mind that both issuesarsparent to the end users. The discussiorsin th
section is intended for a general understandinthe@fissues and approaches that should lead to
improved strategies for the overall architecture.

8.10.4.1 Two-Phase Commit

Two-phase commit is the principal method of engpatomocity of distributed transactions. For a
single-site transaction, updates are made permavtent a transaction commits, and updates are
rolled back if a transaction aborts. However, #ibdigted transaction may commit at one node and
abort at another. For example, an update compéttesde nl and fails at n2. A transaction,
distributed or not, may terminate abnormally duetwo reasons: "suicide", indicating that a
transaction terminates due to an internal errerdilorogram error, or "murder" to indicate an ewter
error like system crash [Gray 1979]. It is the ogsibility of two-phase commit software to remove
all changes made by a failing transaction fronrmadles so that the transaction can be re-initi&ied.
atomic actions to be recoverable, the following teaditions must be met:

= Updated objects are not released until the actioompleted.

= The initial states of all objects modified by tteti@n can be reconstructed through the use of a

log.

The two-phase commit protocol adheres to theseitamrgl and coordinates the commit actions
needed to run a transaction. When a transactioesss COMMIT request, a series of actions are
initiated. These actions are divided in the follogvtwo distinct phases:

Phase 1 (Prepare)This phase is preparatory, the commit is not #gtaarried out in this phase.
The participating sites in this phase record endofginmation in the logs so that a transaction loan
rolled back or committed, if needed. The speciépsin this phase are:

1. The "commit global coordinator" (the initiatingde) sends a PREPARE message to all cohorts
(commit coordinators running on nodes participaitmitpe execution of this transaction).

2. Each cohort logs enough information so thadrittoll back or commit the transaction.
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3. Each cohort sends one of the following respatastte global coordinator:
"prepared” - the modified data has been pegjdar commit or rollback.
"read-only" - no data on the node has beerifi@ddso no prepare is needed.
"abort" - the node cannot successfully prepare

4. The global coordinator waits for a reply frorircahorts.

5. If all cohorts indicate "prepared”, then thetnaixase is initiated; if any cohort indicates "#&hbor
then the entire transaction is rolled back atit@ksif a cohort indicates "read-only”, then tbahort
is bypassed from commit processing (this expetlitesvo-phase commit processing).

Phase 2 (Commit):If all cohorts respond "prepared” and/or "readfgnihen the initiating site
(global coordinator):

1. Performs Create/Update/Insert/Delete and wai@sMIT entry into the log.
2. Sends a COMMIT message to each cohort.

3. Waits for positive response from each cohoridfresponse, then write abort message and
terminate the transaction.

4. Writes a complete entry in log and terminates.

The key problem in two-phase commit is failurete# global coordinator (i.e., the originating node
fails during commit processing). In addition, twlmege commit causes tremendous delays and
"discomfort” in an unreliable environment (it isigh to succeed in two-phase commit if any cohort
fails for one reason or another!).

The protocol described here shows the basic twegpbammit processing. A great deal of intricate
processing takes place at the originating nodecahdrts (see [Gray 1993] for details). Two-phase
commit (2PC) has been implemented in several sgstéith some variations to deal with different
failure conditions. In general, two-phase commibffered by DBMS vendors as automatic (i.e.,
totally done on behalf of application developerspmgrammatic (i.e., 2PC subroutines provided to
application developers for customized usage). Aarsive discussion of the reliability issues for no
data replication, data replication, full replicati@nd network partitioning is given by [Garcia-al
1987].

8.10.4.2 Trade-offs Between Two Phase Commit and Re plication Servers

Two-phase commit (2PC) and Data Replication Seraerswo different approaches to guarantee
integrity of distributed and replicated data uni@ddures. The fundamental difference between these
two approaches is the transaction versus periodpgagation of updates (update synchronization).

Transaction level update synchronization is thasbak 2PC. In this synchronization scheme, a
distributed transaction is treated as an atomiora@nd thus, all updates must be synchronized
during a distributed transaction or the entiredaation must be rolled back. This is the basicoreas
for the somewhat complicated steps of 2PC. Periopdate synchronization, on the other hand,
synchronizes updates after completion of a traisacthis approach, used in the commonly
available Data Replication Servers, does not réshedoundaries of distributed transactions (i.e.,
data is synchronized after a transaction has coeaple

Both approaches have certain advantages and digagea. 2PC has the following major pluses and
minuses:
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+ All updates are simultaneously available to esersl

+ Guarantees atomicity of a distributed transaction

+ Fully transparent to end-users.

+ Many improvements have been introduced to inereasustness, flexibility, and efficiency.

- Chances of failures are high in unreliable systéransactions abort too many times).

- Takes too long if many copies of data exist (t@my cohorts).

- Creates difficult situations if the global commraiordinator (the originating site) fails during@P

- Does not allow many customizations and complitagplication rules (e.g., retry prepare if cohort
responds with "abort", apply an update after aettaie).

Owing to these limitations of 2PC, Replication ®esvare becoming a viable alternative for many
organizations. However, the periodic update symghation scheme used in many Replication
Servers also has some pluses and minuses:

+ Very flexible (can be configured for differentusitions such as events, time, triggers, etc.).
+ Can offer additional capabilities (i.e., convensand transformation of data).
+ Can be used for large and occasionally unrelisdteorks.

- Requires a primary/secondary copy (this paradigip not fit some applications). This restriction is
being removed in modern replication servers byothicing conflict resolutions that are based on
rules or manual intervention.

- Some notion of global time must be maintainedgsure that updates are synchronized at certain
times.

Owing to these trade-offs, some systems providesaaion as well as periodic update

synchronization. For example, several Replicatienv&s allow transactional update synchronization
that employs 2PC. It should be noted that secigrityserious consideration for replication. That is

more copies of the data means more places for kehém visit and corrupt. In addition, update

intensive applications may be better candidatesrdplication since 2PC may just become too
unwieldy and time consuming.

The following guidelines are suggested to the usér@dPC and Replication Servers [McGovern

1993]:

= Keep data replication as minimal as possible. Lamgmber of replicates can cause serious
problems in 2PC as well as Replication Servers.

= |f data must be synchronized as a transaction kibep the number of copies small and use 2PC.

= |f concurrency requirements outweigh "subseconttl adegrity requirements (i.e., data can be
synchronized periodically) then use Replicatiorv&es:

= |f the network and nodes are unreliable, then wg#i¢dtion Servers.

Extensive discussion of this topic can be fourj@&ahussel 1994, Gray 1993, Garcia-Monila 1987].
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8.10.5 Distributed Transaction Processing: TP-Less, TP-Lite, TP-Heavy

In distributed environments, approaches to hamdiesactions (data update) vary widely due to the
wide range of configurations (small PC LAN-basestays versus large systems involving multiple
mainframes), query versus update traffic (ad hot §Qeries versus massive updates), vendor
offerings (database vendors versus TP vendorsysertieveloper background (PC users/developers
versus mainframe users/developers). The approddieg used at present fall into the following
categories:

= TP-Less, i.e., do not use any transaction manageromesiderations.

= TP- Lite, i.e., use database procedures to hapdiates.

= TP-Heawy, i.e., use a transaction manager to hapdiates.

Another approach, somewhere between TP-Lite antl@a@®y (perhaps TP-medium), is becoming
increasingly popular due to the growth in messagnented middleware (MOM). See the sidebar
"Running to MOM for Distributed Transaction Proéegs.

8.10.5.1 TP-Less

In this case, the database and file managemenbilitigxa for retrieving and updating data are used.
For example, some relational database vendorssaehtSQL statement as a transaction. Thus, each
SQL select, update, insert, and delete is treates umit of consistency. However, a group of SQL
statements are not combined into a transactiomibat be committed or aborted. Similarly, in file
systems, each file read and update is treatedehystirs as a transaction (there is a potentialyuse
problem here because many file systems do notgediie capabilities to treat each file I/O as a
transaction).

TP-Less is currently being used heavily in sma8 @ivironments with PCs and UNIX machines. In
particular, this approach is favored heavily whitrndaa needed by the users is on one SQL server.
TP-Less has the advantage of being efficient asxpensive (no additional overhead and software is
needed). However, it has several limitations. Hrstannot be used when some data is in flat files
(the ability of file managers to provide ACID profies should be examined carefully). Second,
related updates cannot be grouped together assadton. Finally, all data must reside on one site
(TP-Less may use a data replication server to banhgilicate data on multiple sites).

8.10.5.2 TP-Lite

TP-Lite goes a step beyond TP-Less by implemeiidiaty transaction as a stored procedure. Recall
that a stored procedure is a collection of SQlestants that are performed as a unit (they may also
have some non-SQL logic contained in them). A user define, for example, a set of SQL
statements that update a customer account andtisearein a database management system as a
stored procedure that is invoked from differentgpams that need to update customer account
information. Any updates that need to be perfortogdther and any retrievals that are dependent on
these updates can be imbedded in a stored procéuaddition, stored procedures can enforce any
additional integrity and security restrictions. Lie capabilities are provided by most RDBMS
vendors such as Informix, Oracle, and Sybase @isiany vendor that supports stored procedures
is in the TP-Lite business).

TP-Lite is mainly the invention of database vendmrsprovide some transaction management
capabilities. This approach, when combined witla daplication servers to synchronize replicated
data, appeals to many C/S application developesLifE is being widely used to manage

transactions in C/S environments where the daidesesn a single SQL server. TP-Lite is better than
TP-Less (it supports a group of SQL statementstesaaction), but it does not provide any global
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transaction control. In addition, TP-Lite cannotused to handle transactions that need accestto da
stored in flat files (stored procedures are theaiorof database vendors).

Running to MOM for Distributed Transaction Processing

Message-oriented middleware (MOM) is gaining pofityldor many applications, including light
weight implementations of distributed transactioocpssing (DTP).

MOM, discussed in detail in a previous chapteovad! an application A to put a message on a queue
that is later picked up by application B (or C &)do process asynchronously. A queue can be a|prin
stream or any intermediate file. This simple apgmnogan be used to link existing applications very
easily without modifying any code at either side.(iredirect the output of application A to a disk
gueue and redirect the input of system B to theesdisk queue). This approach does not require the
additional software development on either side @ouot need a client that issues a RPC and arserve
that receives, parses and dispatches processesal3deliminates the need for staff training othl
sides.

The main appeal of MOM for DTP is that the queussaging can be transactional (i.e., MOM ¢an
make sure that only one message is transferrethandutomated rollback recovery is available)sThi
is a very familiar territory for mainframe-baseasaction managers such as IMS (IMS has been using
gueued messages since the 1970s).

MOM providers such as IBM, DEC, Peer Logic and @olechnologies are actively pursuing this
opportunity.

8.10.5.3 TP-Heavy

TP-Heavy uses a separate TM to manage transaiti@iS environments. As discussed previously
in this chapter, these TMs maintain the ACID propsiof transactions that may span many database
servers (i.e., they support DTP). For example, thilyw PCs to initiate complex multi-server
transactions from the desktop. TP-Heavy systemgostithe DTP functions discussed earlier in this
chapter (i.e., global concurrency control, distelolitwo-phase commit, failure handling). More
importantly, TP-Heavy systems are not restrictagatabase transactions -- they manage all data (fla
files, databases, and queues). Examples of TP-Hwadyucts for C/S environments include CICS,
Encina, Tuxedo, and Top End.

TP-Heavy has the obvious appeal since it takesdcion management seriously. TP-Heavy is
essential when transactions involve data storeduttiple formats on multiple sites. However, TP-
Heavy may be too "heavy" for small C/S applicatittveg need access to data stored on a single SQL
server.

8.10.5.4 Trade-offs Between TP-Lite and TP-Heavy

It appears that TP-Lite as well as TP-Heavy haviioepluses and minuses in C/S environments

(TP-Less is too restricted for most serious busiagplications). The following questions should be

asked by an application developer before decidingrLite versus TP-Heavy:

* |n what format is the data stored (databasedijléa}? If the data is stored in multiple databases
and flat files, then TP-Lite is not suitable (dasé procedures only work in RDBMS
environments).
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=  How many SQL servers does the data reside on@ Hyplication needs to update and commit
data that is stored on multiple servers, then T&eshould be used (database procedures
cannot participate with other database procedaoraslistributed transaction).

= What is the requirement for data synchronizatiéti?el data synchronization interval is periodic,
then a TP-Lite solution combined with a data regiin server may be useful to handle updates
against replicated data.

= What are the requirements for performance andbadahcing? TP-Lite solutions with database
procedures are much faster, on the surface, thanT®+Heavy solutions that require
synchronization between sites. But, TP-Heavy smigtprovide many sophisticated procedures
for dynamic load balancing, priority schedulingogess restarts, and pre-started servers that are
especially useful for large-scale production emvinents. These features are the main strength of
TP-Heavy products because many of these produets lieen used over the years to handle
thousands of transactions in production OLTP (pe-fansaction processing) environments.

In general, small C/S applications are being dequldyy using TP-Lite, while large mission critical
C/S applications, especially the ones that werevhidzed" from mainframe OLTP environments,
are using TP-Heavy. In the meantime, many PC LAS&bapplications are quite happy with TP-
Less. In fact, TP-Heavy is difficult to implemevtten different vendor DBMSs are involved.

8.11 Additional Information

A large number of URLs give information about défiet aspects of EC platforms that we have
discussed. Exploring these sites is left as arcsedior the reader.

In addition, the following books and articles mayds value (the web articles are indicated by using

the [Author/Company Year] convention):

[1] [Cooper 2001], “Merchant Account Tutorial”,
http://www.iboost.com/profit/selling_products_orngees/getting_started/merchant_accounts/3077.html

[2] [DeFatta 2001] — “Third Party Payment Processorddinred”, http://www.workz.com/html/2169.html

[3] [EasyCart 2003] — “Shopping Cart provider”, httwww.easycart.com/main.html

[4] Hamilton, S., “E-Commerce for the 21st Century"EEEComputer, May 1997.

[5] Kalakota, R. and Robinson, M., "e-Business 2.0cadknap for Success", Addison Wesley, 2000.

[6] Kalakotta, R., and Whinston, A., "Frontiers of Eteaic Commerce", Addison Wesley, 1996.

[7] Kay, E., "Compag wants your Internet business", @aerWorld, April 12, 1999.

[8] Ketchpel, S. , H. Garcia-Molina, Making "Trust Eiqil in Distributed Commerce Transactions", 16th
International Conference on Distributed Computiygt&ms (DCS96), 1996.

[9] Ketchpel, S., H. Garcia-Molina, "Distributed Conmee Transactions with Timing Deadlines and Direutst",
1IJCAI 1997.

[10] Luftman, J., "Competing in the Information Age: &&gic Alignment in Practice", Oxford UniversityeBs,
1996.

[11]Magretta, J., “The Power of Virtual Integration: Amerview with Dell Computer’s Michael Dell”, Haavd
Business Review, March-April 1998.

[12] [Miller 2000] — “Choose Your Shopping Cart”, httfwuvw.workz.com/html/1509.html

[13]Ozsu, T., and P.Valduriez: "Distributed and Patdllatabase Systems. The Computer Science and d&nig
Handbook", Allen B. Tucker (Ed.), CRC Press, 1997.

[14][PaySol 2001] — “Payment Solutions”, http://e-comeoeeinternet.com/reviews/glance/0,,3691_5,00.html,

[15] Shea, P. “New opportunities in ecommerce”, Auasin Business Intelligence Jan 24, 2003

[16] Shunter, M., and Waidner, M., “Architecture and iQasof a Secure Electronic Marketplace”, Procs. GBN
8th Joint European Networking Conference, Edinbukgdy 12-15 1997.

[17] Steinauer, D.D., S.Wakid, S.Rasberry, Trust anad&ahility in Electronic Commerce. StandardView \®In.
3, Sept. 1997.
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[18] Stylianou, A., et al, “Perceptions and attitudbsut eCommerce development in China: an exploratody”,
Journal of Global Information Management April-J@@93

[19][Sussis 1999] - “Accepting Credit Card Payments”ttp:He-commerce.internet.com/solutions/e-
consultant/print/0,,9571_118621,00.html,

[20] Tennenbaum, J., Chowdhry, T., and Hughes, K, “Egsten: An Internet Commerce Architecture”, IEEE
Computer, May 1997.

[21] Turban, E., et al, "eCommerce: A Managerial ApphdaPrentice Hall, 2nd edition, 2002.

[22] Tygar, J., "Atomicity in Electronic Commerce", Proaf ACM Symposium on Principles of Distributed
Computing, May 23-26, 1996.

[23]Umar, A., "Object-Oriented Client/Server Internetvitonments” Prentice Hall, February 1997.

[24]Umar, A., "Application (Re)Engineering: Building \Wéased Applications and Dealing with Legacies",
Prentice Hall, May 1997.

[25]Umar, E., “EC Bedrock”, Database Programming ansigde Nov. 1997.

[26] Wardley, M. and Pang, A., Internet-enabling EntiegApplications, ComputerWorld, April 12, 1999.

[27][Walsh 1999] - “Understanding Internet Payment fuols”, http://w
ww.nwc.com/shared/printArticle?article=nc/1009/16833.html&pub=nwc
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