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Opening Comments

This document is written for IS instructors who ameerested in using hands on exercises to
augment IS/IT courses. The material is based oarakgourses that have been taught by using
this tool. The material has benefited from thegasgjons of other instructors and their students
who have used it in their graduate and doctoralsgsu The material contains instructor tips,
sample project assignments and suggested deligeerapbrts. In particular, this work has been
partially funded and strongly encouraged by the IB&&demic Initiative.
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1. What is PISA?

PISA Overview

PISA (Planning, Integration, Security, and Admirdtibn) is an intelligent decision support tool
for IT managers and planners. PISA attempts toucapthe key attributes of an interactive
consulting practice and provides a mixture of ekpelvice, decision support capabilities, and
analysis tools to support management decisionsddemm enterprises. The PISA Environment,
conceptually shown in Figure 1, provides automagegport for all stages of IT planning,
integration and security projects (e.g., enterpmsedeling, application planning, network
planning, security planning, project planning, dexdture analysis, solution evaluation).

PISA consists of a set of intelligent advisors thse inferences, best practices (“patterns”), and
collaboration to develop enterprise models, enigepapplication plans, computing platform
plans, network plans, security plans, requiremenidtuments, architecture configurations,
integrated solutions, and project plans. Each advi®lves one problem (e.g., the Network
Advisor suggests a network configuration) and tbellaborates with others through a common
model. No advisor operates without the informatpravided by its predecessor. The model is
refined and expanded as the advisors work to dpwelsolution. The answers produced by one
advisor are used by others to produce yet mordisofuibased on additional interviews. The user
may review the output of each advisor to ensuresthetion is heading in the desired direction.
Working with PISA is like consulting with a team experts who collaborate with each other to
solve your business problems. For example, the ol&twAdvisor suggests a network
configuration and then passes it over to the SgcAdvisor to secure it.

» Computing
Hardware

eAttack Trees
*Security Audit

Process
Modeling

A
2

IT Planning *Gantt Chal

(PlanIT)

Project
Planner

Integrated
Solution
Advisor

eSecurity

?\;::z)sl’i; e Integrated
_ Architecture -
Analysis Requireme

Generator

ISO, SPICE
& Others
. View
Generators,
COTS
Advisor

A

¢ SOA Architec
eIntegrated Solutions
«Solution Generation
(based on SOA)

*Problem Exploration
*Application Selection
*Requirements Generatidg

SOA Planning -- Advanced

Figure 1: Conceptual View of PISA Environment
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At the heart of PISA, as shown in Figure 1, is km®wledgebase (KB) that consists of an
extensive patterns repository — it contains ingugiatterns, application patterns, network
patterns, security patterns, requirements patteand, SOA (Service Oriented Architecture)
patterns. The knowledgebase also consists ofranewcial-off-the-shelf (COTS) database and
planning models that are created during user i@z Thus more knowledge is accumulated in
the KB. as the system is used. The KB is used &ISA advisors that are segmented into three
modules (see Figure 1):

" PlanIT (Planner for IT) concentrates on IT planning projects and devedopkn at the
enterprise level.

. SAM (Security and Administration Module) provides security and administrative
services for the entire PISA system.

" Architecture and Integration Module (AIM) focuses on how SOA can be used to

architect and integrate the various componentsrta & functioning system. .

Each PISA advisor, as shown in the outer circleFgure 1, supports a specific stage and
collaborates with other advisors to produce plaksr example, the Network Advisor supports
the network planning stage and collaborates whighSecurity Advisor to develop a security plan
that includes a secure network. The outermostecifithe PISA crust”) represents thelvanced
Capabilities Module (ACM) that accepts the outputs produced by the PISAlzahrisors and
then helps the users to invoke detailed simulaiwh analysis tools, if needed.

To understand the sequence in which these advaersnvoked, start from the Enterprise
Modeler ("Start" arrow in Figure 1) and follow tloércle clockwise. Specifically, the PlanIT

advisors do the following: the Enterprise Modelavelops a model of an enterprise, the
Application Advisor develops an Application plahgetPlatform Advisor develops a computing
platform plan, and the Network Advisor builds avatk plan. The SAM advisors develop a
security plan, a project plan, and provide othemniagstrative services. The AIM advisors develop
an architecture and integration approach. Thesadviare not strictly sequential — you can
invoke different advisors in different sequenceditdhe type of project you are working on.

However, some things have to be done in sequerareeXample, you cannot secure network
before developing a network plan (naturally!). eTPISA Control Panel guides you through what
can be invoked at the appropriate stage.

The PISA Platform

PISA is a result of several years of consultingiversity teaching, research management,
strategic planning, and architecture assignmentslifierent industry segments. During our
consulting and research practice, we found that tfiogroblems in the digital age require a team
of experts that collaborate with each other to esokal-life problems. Based on this observation,
we developed a set of collaborative software baskisors that behave as a team of experts to
develop IT plans with integration and security innch We tested PISA on some initial
assignments and expanded it based on our expesieée have also used PISA to support
different IT courses.

The PISA platform, shown in Figure 2, is a Web-loasgstem based on the Microsoft .NET
Framework. All advisors are invoked from a con&plihat signs a user in, assigns a unique ID to
the user, and manages user sessions. This albmhsuser to develop and store their own object
model that is enriched as the user invokes difteaeivisors. The object model (OM) is a set of
XML documents that represents the results of thenirews as the user interacts with different
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advisors. After being invoked, each advisor corglitstown interview, consults the object model
to review the decisions made so far, makes inf@®res much as possible, makes further
decisions based on the user interview, extractdetepatterns from the patterns repository, and
further enriches the object model. The object maglelsed as a basis for collaboration between
the advisors.
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Figure 2: High Level Technical View of PISA

Typical Usage Scenarios

Although still in its development stages, PISA bagn successfully used in more than 400 case
studies and IT models in academic and industrigihgs. In fact, PISA can be used to develop,
secure and evaluate IT plans and integrated actiwes for a wide range of real-life business
situations. Table 1 illustrates a few businesgasibns in terms of the following two broad
factors:

" Business services (new or existing)
" Organizational units (new or existing)

As illustrated in this table, the PISA capabilitiean be used in a wide range of practical

situations that cover new or existing servicesniew or existing organizational units. Additional
and innovative examples are envisioned as moreriexgge with PISA accumulates.

In addition, PISA has been used to support thevieilg academic courses:
" IS for managers (core MBA courses)
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" Network design courses

" IS security and auditing courses
. Systems analysis and design courses
" Enterprise architectures and integration using $0dses

Table 1: Usage Scenarios for PISA

Organizational Units (New) Organizational Units (Existing)
Business | S1: New services(s) for a new site S2: New services(s) for an existing site
Services | Examples: .
(New) : p Examples:

Setting up a new company (this means that
new IT infrastructure is needed consisting 0|
applications, networks, platforms, etc)

e  Setting up a new site or division of an existin
company (e.g., setting up a new sales office
overseas)

e  Setting up a SOHO (small office, home office

«  Offering a new business service (e.g.,
consulting, hardware repair) at an existing
site

- Data exchange between companies (B2B)

e B2B trade (e.g, Supply Chain, emarkets)
between partners

Business | S3: Existing automated services(s) for a new site| S4: Existing automated services(s) for an existing

Services Examples: site
(Existing) | . Outsourcing an existing application to a new| Examples:
company e Migrating from existing system to an SOA-
¢ Providing existing applications (e.g., CRM) compliant architecture.
a new branch office e Integrating an application with several
e Supporting existing (updated) network servig internal and external applications
at a new site e Automating a manual BP
«  Providing existing platform services (e.g., «  Documenting a current configuration.
install servers) at a new site e Validating an existing platform, network anfl
«  Offering existing security services (e.g., security plan

firewalls, vulnerability analysis) at a new site

Important Suggestion: Before proceeding, please read the “PISA Overvielwtument to
develop a conceptual understanding of the PISAreninent. The overview document, less than
10 pages, can be found at the PISA webgsit@v(,ngepisa.com) in the ‘Learn More’ section.
Extensive documentation about other capabilitieRI&A can be found in the ‘PISA Document’
section of the PISA website.

2.  Why Use PISAin the Classroom?

It is very difficult to teach IS courses withoutagbtools that allow the students to build different
models and experiment with them to develop a bettderstanding. PISA fills this role very well
-- it allows the students to create a model of emmany and then, depending on the type of
course, develop and experiment with an enterpppéication plan, a computing platform plan, a
network plan, a security plan, an architecture igométion and an integrated solution. So far,
PISA has been used very effectively to support tbibowing courses (more are being
investigated -- suggestions and ideas are welcome):
" Strategic IT Planning (or IS for Managers typically taught as the core MBA course):
The students build a model of a company and thdéid bn IT plan for this company by
using PISA. They learn a great deal by develogiifigrent plans and then comparing
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and analyzing them against the plans they devetaher own. See Section 3 for sample
assignments and student deliverables.

Information Security, Controls and Governance: The students develop a model of a
company, develop its application and network plad then build a security solution by
using the PISA Security Advisor (SA). They also tise Project Planner to develop an IT
governance plan. In particular, they run differattack trees by using the SA and develop
appropriate security solutions. They gain insightt security and governance by
comparing and analyzing their own security solutigith that generated by PISA. See
Section 4 for sample assignments and student dafies.

Computing Networks (Data Communications): The students are first asked to design a
network advisor and then compare and contrast tdisor with the PISA Network
Advisor. They are also asked to survey the liteeatind find two more network advisors.
They learn valuable lessons by comparing and amgythe design of their own advisor
with PISA and other advisors. The students, if méedan also look at the NML (Network
Markup Language) — an XML document -- used by Pi8Alescribe the network plan
generated. See Section 5 for sample assignmentstateht deliverables.

Systems Analysis and Desigrirhe students develop a model of a company, dpvé&o
application plan and then work with PISA-AIM to ddop detailed requirements,
architecture and integrated solution of choseniegjgbns. For example, different groups
in a class choose different application areas ,(@ocurement, CRM, supply chain
management, and business intelligence) and therotiptegrate their solutions. See
Section 6 for sample assignments and student dakiles.

Service Oriented Architecture (SOA) and IntegratedEnterprise Architectures: An
example of such a course is the “Architectures Giobally Integrated Enterprises”
course that won the ‘Best Course Proposed’ AwanthfiBM in December 2007 (see
www.ngesolutions.com/pisa/documenigage to download the course description). The
students develop model of a company, develop iicgtion plan and then work with
PISA-AIM to develop detailed SOA-based architectangl integrated solution of chosen
applications. The students develop a multi-phasé &&hitecture by using PISA by
transitioning enterprise applications gradually R&SA.  See Section 7 for sample
assignments and student deliverables.

In all these courses, the students work with tl®APAdvisors first to learn how to use them and
then compete with them by using "beat the adviegelcises. See the following sidebar.

The students work with PISA by playing three diffiettypes of games:

Playing Games and Having Fun with PISA

Learn the advisors: What are they doing, how are they doing it? Thilps the students to learn
the decision making processes. The typical assighiedo ask the students to solve a problem by
hand, then solve it by using PISA and then anatllgeaesults and explain the differences.
Beat the advisors: Have an advisor solve a problem, then do bettan tih and justify your
solution. This is the typical computer chess moddle students are typically asked to solve a
problem by using PISA and find weaknesses in thbemenended solution and do a better job.
Extend the advisors The students can take the XML documents genefajetie PISA advisors
and perform additional analysis by invoking additibtools. For example, students have taken the
outputs generated by the Application Advisor andtgmb into workflow tools, fed the output
produced by the Network Advisor into the OPNet retwsimulation tool, and ported the outpuits
of many advisors to invoke Excel worksheets foaded calculations and return on invest (ROI)
analysis. This assignment is typically given agagtedit or special study.

Copyrighted by the Author — All Rights Reserved 7



How PISA Can be Used in Classroom
The following figure shows a usage scenario forRi®A Environment for courses that require
the students to build models, designs, and plasiscéforth referred to plans) in IT courses:

" Current Scenario: a) teachers look for projectst twdl best “test” the students
understanding of the concepts, b) students deuleplans, and c) teachers grade the
plans.

] Proposed Scenario: a) Current Scenario ’\
teachers use the PISA

Iibrary of projects that can | @ Teachers look for || b) Students develop | ¢) Teachers grade
be customized by the Suitable projects the plans manually | the plans models

teachers, b) students
develop the plans by hand,

c) students do a “self Proposed Scenario
assessment” exercise t

develop the plan by using orojects from PISA

a) Teachers locate c) Students do

Self-assessmen

d) Teachers

b) Students develop grade the self-

PISA, _an libraries ‘theplansmanually Through PISA | assessments
compare/contrast their plar
against the output

produced by PISA, d)
teachers grade the assignment based on the ass¢seport.

. Based on hundreds of experiments at different usitres, the proposed PISA-based
model significantly improves student learning. biddion, they have a great deal of fun
by playing games against PISA and trying to beS#¥\PAdvisors.
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3. Using PISA in Strategic IT Planning ("IS for Managers")
MBA Course

3.1 Instructor Tips

This is the typical core IS course taught in sevBtBA programs under varying titles. | have
used the Laudon and Laudon book ("Management Irdbom Systems"”, Prentice Hall, latest
edition) to teach this course for several yeaosulally give the students several projects. -APIS
is used in one of them that concentrates on ISnplgn(see Section 3.2). In this project, the
students develop a complete IS plan for a smaln&dium business (SMB). The project is
divided in two parts: in part A, the students depethe plan by hand and in part B they develop
the plan by using PISA and then compare/contrast thsults with the results produced by PISA.
They also create/experiment with different plana abmpany of their choice and are asked to do
a critical analysis of PISA results

The following is a sample project that | have usederal times by changing the company

information a bit, using a different company, €fbe students really enjoy this assignment and
seem to have a lot of fun with it. The projectissially assigned towards the end of the term after
they have gone through the material on IS strasegie well as technologies (Part 1 and 2 of
Laudon and Laudon). This project can also be ust#dother MIS texts (obviously).

3.2 Project Assignment: IS Planning

Frank's Furniture Shop, Raleigh (NC), is a small store with big ide&3ank started selling
kitchen and bedroom furniture 2 years ago and wanéxpand aggressively in the next 3 years.
He currently has 30 employees in Raleigh and ispang with a moving company that delivers
the items. His plans are:

1. Next year he wants to acquire a small manufactwsimap so that he can design, build, sell,
and repair custom built furniture. He also wantspen five furniture outlets, in different
parts of the country, to sell his furniture. He egfs to triple (triple what exactly ?) the size
of his company next year.

2. Intwo years, Frank wants to diversify into a widege of other products (e.g., living room
and office furniture, paintings). He also wantstart partnering with retail stores and
manufacturers. The parts and components will badirofrom suppliers located overseas
to his manufacturing site.

Frank is a good businessman but is not very teahrite keeps track of all information on a MS
Word file and also uses an MS Excel spreadsheetsamtally. Currently, all communications
are through phone but Frank is pursuing an MBA iangally intrigued by using IT for selling,

purchasing and outsourcing. He is especially isteck in integrating and automating the
procurement processes (e-procurement) and sup@ingho provide custom-built furniture

quickly.

He has no idea what he is getting into. BesidesMBA, he has been attending management
seminars on use of IT in business. He does not [etetp understand it but he is convinced that
it is something very good (they wouldn’t be teachaourses in this area if it was not good!). He
simply cannot wait to put everything he is learniogvork. His goal is to eventually become a
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major digital corporation that will serve as a wat store for multiple shops so that potential
customers order a variety of products through hife will receive the orders, and try to fill
them, if he can. Otherwise, he will route the oreone of his business partners.

He knows about many failures (dot bombs) and wantse aggressive but cautious. Basically,
his goal is to double his business by using ITrinmnovative manner. He also wants to make his
operations more efficient and less expensive. Hetha many ideas and needs help. He has
hired your group to help him out.

PART A: Develop an IS Plan (60 Points)

Develop an IS plan for Frank that identifies thétical business processes, the enterprise
applications that automate the business procefisescomputing platforms on which these
applications reside, and the networks that intemechthese platforms with each other and the
end-users. Your deliverable is a report (5 to Igegathat contains the following information:

. A list of about 20 business processes (BPs) taskd by the company. You should also
identify 5 BPs that are critical to the succesd=odnk. Use the CSF methodology for this
purpose. Develop a conceptual diagram that showsthe critical BPs will interact with
each other.

" Create a current view, 1 year view and 2 year vigvan automation strategy that will
show a BP automation schedule. This should shoiwaaasing technology dependence
view. This should also show what approach you ugé for automation (buy, rent,
outsource, build, reuse).

" Identify the enterprise applications that will keed to support the automation strategy.
For each application, give a one line descriptigpe of application (DSS, TPS,etc.), and
how it will help the company (cost reduction, irecse in sales, more efficient operation,
other). Choose the appropriate commercially avkilphckages for enterprise
applications. For each, indicate the vendor, satme with very rough cost.

" Develop a computer platform plan that shows thepgsrs (type & computing power

support the enterprise applications.

. Show the network (LAN, WAN, wireless) that will Briconnect the computers. This
should include the interconnectivity devices arelgbppliers.

" Supply an architecture diagram that includes Irgeamd web technologies in addition to
the aforementioned technologies. This diagram shslwbw the applications, the
databases, other physical components, where telerand how they are interconnected.

PART B: Hands on Experiments with a Computer AidedPlanning Tool (40 Points)

Use a computer aided IS planning tool (PISA) tdtdofollowing:

" Develop the same plan developed in Part A by uBi&g\ and then compare/contrast your
results with the results produced by PISA.

. Create/experiment with IS plans of a company ofryahwoice by using PISA.

. Develop a deliverable report by completing the °Report Template". This report must

include a critical analysis of PISA as a planninglt a comparison/contrast of results
produced by you versus those produced by PISA, teagons learned, etc.

" Extra Credit: Use the Advanced Capabilities Module of PISA teelep more detailed
models, do simulations and perform additional asialy
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The next two sections give information about usti®A and a suggested deliverable report
template for PISA.

3.3 PISA Information

PISA (Planning, Integration, Security, and Admirdbn) is an intelligent decision support
environment for IT managers and planners. It comgitthe following advisors that collaborate
with each other to help small to medium busine§SMBs):

Company Profile: Helps you develop a high level model of your orgation

Application Advisor: Helps in automation of business processes throyghlication
software

Platform Advisor: Recommends computing hardware and software ndedagpport the
applications

Network Advisor: Suggests a wireless/wired network configurattat interconnects the
applications, users, and computing platforms

Security Advisor: Analyses system vulnerabilities and recommendsritg solutions

To use this prototype, do the following:

Visit the PISA home pagevivw.ngesolutions.cofpisa)

Read the PISA Overview document (retrievable frdB#Phome page) before
proceeding. The tool is self-contained. It includasextensive ‘Explain’ capability that
serves as an online tutorial. The Explain is a@msy clicking on the "?" button on
any screen.

The PISA demo works as an ASP (application semiogider) — you do not need to
install anything on your computer. Use the ASP, silz and PW assigned to your team
to access the system

Create new profiles for each plan you generateL &an create as many profiles as you
wish.

Use the Enterprise Modeler to create a model oEtimepany. Use approximations where
needed.

Use the Application Advisor to outline the applicas used by the shop. For simplicity
and speed, use ERP solutions but also use ‘indiVidolutions. .

Use the Platform Advisor to develop the computifedgfprms (computing
hardware/software) to be used by the shop. Useultietaut try to include wireless
devices.

Use the Network Advisor to create a network configion. Show the diagram of the
suggested network. To display the diagram, a Rtasgram may be downloaded to your
computer, if not already there.

Use the Security Advisor (SA) to analyze the ségund develop security solutions.
Take the simplest solutions. (why ?)

Generate the consolidated report that summarizeddbision made by you.
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3.4 PISA Report Template for IS Planning
Pease use the following framework for evaluating/l

1. General Observations:

a Time taken to develop solution by hand for Ribje
b. Time taken to develop solution by using PISARooject

c. Did PISA solve the problem completely, partidlty percentage), or more.

—

Indicate if PISA solve the problemWhat is missing from PISA (nc

completely, partially (in done or not done
percentage), or more correctly/completely)

Enterprise model

Enterprise

application model

Computing

platforms model

Network model

Security model

Project Plan

2. Compare and contrast the results produced by you versus PISA. Were your results better than
PISA? Use the following table to do the comparison and indicate which one is better and why

Your Results Results obtained through PISA

Enterprise model

Enterprise
application model

Computing
platforms model

Network model

Security model

Project Plan

Overall, what grade will you assign (out of 100) fiee Project

- To your group:
- To PISA:

3. Strengths/weaknesses of the Tool

a: Strengths of the Tool
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b. Weaknesses of the Tool

c. “Gee, | didn’t know that!”. Did you feel thahd why while using this tool (specify)

4. Suggestions for Improvement:

5. Documentation evaluation (Explain Capabilities, short tutorials, and Overview
Document)

6. Did you use any of the following “additional services”? Were they of any
value? (You can find them by clicking on ‘Tutorials’ button in the top tool bar).

e Project Planner

e Business Portal (SMB Portal)

» Qutsourcing Advisor
7. Overall, what was your assessment of the tool:
* Inyour view, is PISA an expert system, a decisiopport system, or both.
. Effort in using the tool: Low, Medium, High
¢ Accuracy of the results produced by the tool: Ldedium, High
. In your future work, will you be inclined a tooké PISA: Yes, No, Maybe

«  How useful was the tool for the exercise: Low, Medium, High
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4. Using PISA for "Information Security and Governance"
Course

4.1 Instructor Tips

This is the typical information security courseghtin several IS/IT programs. | have used the
book (Umar, A, "Information Security and Auditing the Digital Age", NGE Solutions, 2004) to
teach this course for several years. PISA is usdtld second project. The main idea is to have
the students develop a complete security plan efmall to medium business (SMB). The
following is a sample project that | have used saiviimes by changing the company information
a bit, using a different company, etc. This projeah also be used with other security texts
(obviously).

4.2: Information Security and Auditing Project (100 Points)

Part A: Management Approach (50 Points)

You have been asked to help a new company estabismplete security system. The company
is a Dallas-based pharmaceutical firm, MRU (MedisinAre Us), that is trying to provide
medicines to around 10 hospitals in different pafthe US. The company knows that it wants to
allow hospitals to access and update their accmfotmation and purchase drugs via the
Internet. The goal of the company security systenoiprovide excellent customer service with
minimum cost. You are asked to prepare a propdsal will be presented to the company
management (about 10 transparencies for presamtdifiopage report). The presentation will be
made in class by your team and will be assessgmlypeers as MRU managers. You need to
consider the following factors, among others:

= Security requirements (about 10)

= Security risks (about 5) and the possible impact

= A management approach (organizational structurarexwess policies, roles, responsibilities)
based on standards such as ISO/British standai@ 779

*= An audit, control and governance approach to bd fethe company based on frameworks

such as COBIT, ITIL, SOX and others

An overall security architecture illustrated thgbua diagram

Key security technologies for authorization, autfeation, cryptography

Two detailed attack trees against two vital assets

Others if appropriate

The following initial information is available abbMRU:

= A corporate web site

Customer database containing info about custoritrsptals)

Medication program that allows customers to viepdate, and modify account info
Drugs database containing investment data

Other typical corporate applications and datab&sgsayroll, account payable/receivable,
etc.

= A corporate network that will operate in the builgli connected to the Internet
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Part B: Develop a Detailed Security Plan (50 Points)

You are supposed to prepare a security plan andigolfor MRU that will be presented to the
company management. You need to consider the follpwdifferent technical as well as
management aspects of your solution:

= Network security (including wireless and mobile ngsgecurity) for the local as well as
remote (including overseas) sites. Assume thatohgpany is quite interested in exploring
mobile users.

= Web security (protecting the web site, XML, and aatit web)

= Application security (e.g., database, applicati@m@mmerce)

» Audit checklist specifically for your company (youay modify the audit checklist in Chapter
15 to work for your company (a soft copy of thimpter will be posted).

= Security in emerging areas (e.g., social networkmcprity, integrated system security, SOA
security)

» |T Governance Frameworks: Choose one of the margydiernance frameworks (e.qg.,
COBIT, ITIL, SOX, CMM, SPICE) and analyze it forffdirent business scenarios for the
company you have chosen.

» Any other area of your specific interest (pick mgeraent, organizational, legal, and/or
technical issue not listed)

= Business continuity planning and strategies

Self Assessment of the Proposed Security Solutidévaluate your security solution by using a
security design tool. You will be given access faretotype of a tool (PISA) that will allow you
to build a model of your company and then develageeurity solution for the system. Do a
critical analysis of the results produced by thisl tversus yours (the information on PISA is
given below). Also you should develop a better sotuthan one suggested by PISA (extra
points).

4.3 PISA Information

PISA (Planning, Integration, Security, and Admiragon) is an intelligent decision support
environment for IT managers and planners. It comgitthe following advisors that collaborate
with each other to help small to medium busine§SMBs):

1. Company Profile: Helps you develop a high level model of your orgatidn

2. Application Advisor: Helps in automation of business processes thropgtication
software

3. Platform Advisor: Recommends computing hardware and software needagpport
the applications

4. Network Advisor: Suggests a wireless/wired network configuration thirconnects
the applications, users, and computing platforms
5. Security Advisor: Analyzes system vulnerabilities and recommendsigesolutions

To use this prototype, do the following:
* Visit the PISA home pagevivw.ngesolutions.cofRISA)
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Read the PISA Overview document (retrievable frdB¥Phome page) before
proceeding. The tool is self-contained. It includasextensive ‘Explain’ capability that
serves as an online tutorial. The Explain is a@msy clicking on the "?" button on
any screen.
The PISA demo works as an ASP — you do not neétstall anything on your computer.
Use the ASP site, ID and PW assigned to your teamacess the system
Create new profiles for each plan you generatel &dan create as many profiles as you
wish.
After logging on, create a new profile ‘MRU’ You sn&ater create other profiles such as
MRU1, MRU2, etc.
Use the Enterprise Modeler to create a model of MB&& approximations where
needed.
Use the Application Advisor to outline the applioas used by MRU. For simplicity and
speed, use ERP solutions.
Use the Platform Advisor to develop the computifegfprms (computing
hardware/software) to be used by MRU. Use defduitdry to include wireless devices.
Use the Network Advisor to create a network confajon for MRU. Show the diagram
of MRU network. To display the diagram, a Flashgoaon may be downloaded to your
computer, if not already there.
Now use the Security Advisor (SA) to analyze theusty of MRU and also develop
security solutions. The SA allows you to do thédeing:

1. Specify security requirements for different ‘obgdcdevices, programs,
databases).
Determine security solutions for the different atge
Run some attack trees to evaluate the weaknes#as system
Analyze attack trees by turning some securitiesfon/
Show the security diagram to review the securitytians
Propose a security audit checklist

ook wN

* You do not need to go beyond the security advigottfis exercise. Proceed at your own risk.

Deliverables (part of presentation/discussion)

Printout of: a report from PISA showing the modeiltband the security solutions

Critical analysis of the tool suggesting main sitbs and areas of improvement. Use the
suggested evaluation report in Attachment A to reyaur results.

Extra Credit: Use the Advanced Capabilities Module of PISA tealep more detailed
models, do simulations and perform additional agialy

4.4: PISA Evaluation Framework for Security

Please use the following framework for evaluatit§/A® Use this as part of your presentation.

1. General Observations:

Did PISA help solve the MRU problem completely, tidly (in percentage), or more for the
following:
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- Enterprise model and applications used by MRU

- Computing platforms used by MRU
- Network model of MRU
- Security solution, audit checklist, and attacle tamalysis for MRU

2. Strengths of the Tool

3. Weaknesses of the Tool

4. Suggestions for Improvement:

5. Can you develop security solutions that are better than PISA (“Beat the

Advisor”). Describe your results with justification by using the following table.

PISA Result Your Result Why do you think it is
better?

1.

2.

3.

5. Find some other tools that are similar to PISA-SA and compare contrast them

with PISA

6. Overall, how useful was the tool for the exercise: L, M, H
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5. Using PISA for a "Networking" Course

5.1 Instructor Tips

This is the typical networking course taught in ;m#VIT programs. | have used several different
texts to teach this course for several years. R$S#sed in the second project. In the first project
the students develop a network design for a ty#dB corporation with a corporate site and

two regional offices. As part of this exercise,yttdevelop LANs at each site and a corporate
WAN that interconnects the WANS. In the second gubjthey generalize the network design

problem into a "Network Advisor" that walks the usierough a variety of decisions and suggests
a network plan. The main idea is to have the stisgddesign a network expert system and then
compare/contrast it with PISA Network Advisor pladditional network expert systems such as
Cisco network designer.

Projectl: Network Design

Note: This project is more oriented towards Wirelesswdek Design.

XYZMobile (this is a fictitious name, any collisiomith an actual company is accidental) was
formed in 1995 by a small group of engineers tddyuepair, and sell mobile devices. The initial
business of the company was handsets and PDAs. fitith the company included wireless
software into its product lines. In the 2000s, ¢benpany entered into business partnerships with
numerous suppliers around the globe and acquirstadup company that builds desktops,
laptops, and "network computers"”. XYZMobile alsmried partnerships with numerous other
computer hardware/software vendors and acquiredrakevetail electronic stores that sell and
service wireless network products. These stores s¢dl, market and service the XYZMobile
products. At present, the company is thinking akl@oviding technology solutions, consulting,
and training services for mobile and wireless ar8d® company management believes in
controlled growth, i.e., systematically explore nearkets and diversify by using new products
and services after careful strategic analysis aatuation of core competencies.

The company headquarters is in Atlanta with braoffites in the US, Europe and Asia. The
company operates many regional offices (5 in the & in London, and one in Singapore).
Each region supports between 5 to 10 local offiseme of these offices are stores, the others are
marketing, training, consulting and support centessth an average of 200 staff members per
region.

Given the information below about regional officeqrporate headquarters, and wide area
network, determine the overall network design fois tcompany (using wireless as much as
possible). Your design should include WLANs, WPAM4,Ls, cellular networks, and satellites.

Deliverable

A report, not to exceed 5 pages that proposes amalbwiireless network design with clear
justification. The overall network design shouldwshthe big picture of the Corporate network,
with all interconnectivity devices (e.g., routegateways), a hardware and communication layout
of the chain stores, the calculations to justifiy thsults, and a list of assumptions, if any. Withi
each site, your proposal should show all the harehvaad software needed with the number of
LANs, number of servers, etc. on all floors. A veough cost estimate for the whole network
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(only network devices and network software, not ¢henputer costs) should be also provided.

Your report should include the following:

= Two or three diagrams that illustrate the propasstsvork (10 points)

= Explanation and justification of the proposed neatmaith all calculations, assumptions, etc.
(10 points)

= A network security solution that will secure th@posed network. You should show an
overall security architecture illustrated throwgtiagram that clearly identifies the security
approach to minimize the risks of privacy, integriuthorization and authentication at
corporate, regional and local levels. The maténi&hapter 12 should help (10 points).

=  Summary of the network devices to be purchased.sfould use a table such as the
following (10 points)

Site (e.g., Corporate,Device Type (e.g., Estimated cost Suggested  supplier
Regional, Local) Router) (number x cost per(give Web Link)
unit)

Corporate Headquarters

The corporate headquarters, a three floor 200Xde®0 foot building, houses the IT department
(first floor), administration and distribution ¢mnd floor) and marketing / corporate planning
and management offices on the third floor. Eacbrfiwill have the office layout as shown in
Figure 1. Each person in the office wants a desktopputer for local processing and access to
the Internet. Each office room is assumed to befedd x 10 feet and the workstations are
assumed to be equally distributed in each area. &mu to recommend a layout of the
workstations (terminals or microcomputers) for tineee floors of the headquarters.

Each room on the first floor should have accesbdéanain computer located on the first floor as
shown in Figure 1. Most work done on the first fla® word processing, accessing mainframe
files, software development and technical suppguenhing, designing, installing and modifying
the system hardware/software). On the second fkber,Administrative Department (payroll,
AR/AP, order processing) is considering a LAN. ¥ieuld like to:

= Allow the PCs to share fast printers.

= Be able to share and exchange information storedtabases in the corporate office.

= Be able to send/receive information from the maimfe in addition to other branch office
PCs.

= Allow for growth so that in the future more deviassild be supported on the second floor.

The third floor needs access to the mainframe ded Ihternet. They are "very" open to
suggestions and recommendations.

Assume that corporate LAN traffic will increase mhagtically in next several years. You can

assume that 2500 workstations will be in the bodgdand each workstation will generate one
message per second on the network and the mesigageas be assumed to be 10,000 bytes
(200,000 bits).
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The corporate office wants to provide cellular pheervices in the corporate office and wants to
evaluate how technologies such as Bluetooth orl802ould be used for this purpose. It also
wants to support SMS for its employees.

The company also has a manufacturing building lilBsrirom the corporate office. This one
floor building houses 150 people who specializelésigning, building, and maintaining mobile
devices and also wireless networks.

Regional Offices Information

Each regional office serves 5 to 10 local offiae$hie region. The regional managers want to use

latest technologies and innovative applicationgdite, data and images. Each regional office, a

two floor 250 feet X 250 feet building, houses ar@200 regional employees and supports

marketing and customer support services. The fatigunformation should be considered while

designing this network:

» Half of the people are technical support peopleo whrk on products in the region. Housed
on the first floor, these people use a varietyoofs and use the Internet heavily.

= The remainder people in regional office are marggearketing types, consultants and
administrative staff . These folks are "confinedthie second floor and are primarily used to
desktop environments.

»= Each region houses a minicomputer that has regiofaamation and is connected to the
"outside world".

Wide Area Network

The wireless WAN should be able to handle the estnh traffic. A planning task force has
estimated the following daily communication traffigpected to go between the various offices of
the corporation:

= 100,000 email messages per day between the ctepifize and each business partner
office (the company has 10 major business partners)

150,000 email messages per day between the etepaffice and each regional office.
120,000 email messages per day between each aégitice and local office.

30,000 file transfers per day from various Intesitds

80,000 web surfing requests per day

50,000 remote accesses to corporate databaseaypionh local and regional offices

Assume 10 hour day, 10 bits per byte and 5K bpmsmessage for email, 1 Meg for file
transfers, 200K for web surfing, and 500 K per oogpe database access. You should also
assume Pareto's principle (i.e., 80% of the tradficarried in 20% of the time).
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Floor 1 Layout q15g 200 400 420 500
le—— P> ————— «—»
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Floor 2 Layout

Payroll
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Personnel
(5 workstations

Floor 3 Layout

Top Management
Offices
(10 Workstations)

Marketing Offices
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Meeting Halls
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(2 workstations)

200

)

Figure 1: Corporate Office Layout (the number atthe top show dimensions in feet)
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5.2 Project 2: Network Advisor (100 Points)

Generalize the network design problem stated ineBrd into a Network Advisor (“Network
Expert”) that walks the user through a variety e€idions and suggests plausible solutions with
emphasis on wireless. The Advisor is an expertegyshat suggests a network (wired/wireless)
based on a set of factors. The factors may be tmpany size, type, applications being
supported, physical site plan, etc. Potentialsiséithe Advisor are corporate network planners
trying to build a digital corporation. You shouldsame that the users do not know much about
"deep networking" and wireless issues even thoughwledgeable about general networking
principles. The Advisor, if designed properly, abdlso be used by a telecom company, a
communications equipment provider, or a studefgdao about various wireless/wired systems.

The Network Advisor should prompt the users wiflew questions (not to exceed 20) and at the

end should be able to suggest a solution consisfing

- The type of wireless/wired technologies to be wsadijustification for their use

- Network segments at different sites. This couldhé&\N segment or a wireless cell
supported by Ethernet, Wi-Fi, Bluetooth, WLL, oflgkar network. You can decide how
many users can be handled in each net segment

- Network Interconnectivity Devices (NIDs). These #re routers, access points, gateways,
hubs, switches, etc. used to interconnect devides NIDs may provide connection between
users in a net segment, between campuses, andelpetfeeeinternal networks and the
outside world (public Internet).

- Approaches to deal with wireless impairments wiagaicable

- Frequencies in which the different wireless systehmuld operate

- Actual physical components (e.g., access point$) véindor names

Deliverables

A report describing Network Advisor design and howuse it. The report should show:

= OQverall concept of the Network Advisor (1-2 pages)

= Comparison of the Network Advisor with an existidgtwork Designer (PISA Network
Advisor).

* Find at least 2 more expert systems for networkgde¥ ou will have to search the literature
and the web to locate "best" competitors to Netwidkisor (1-2 pages).

= One high level flow chart that describes the oVéialv and points to lower level decisions
and flowcharts. For each lower level decision,,@gvireless LAN design, show the logic
that will be used to make final choices (e.g., 802Bluetooth, FSO, UWB, home R/F).
This information can be shown as a mixture of rullesvcharts, decision tables, or any other
appropriate tool (choose the most appropriate)u wuld represent this information as a
simple Web application (static HTML) where the highel flow chart is the first page and
each lower level decision is another Web page.tdta application should not have more
than 10 Web pages.

= A network markup language (NML), a variant of XMLthat can be used to represent the
network being designed.

= Extra Credit: Use the Advanced Capabilities Module of PIS%wv.ngesolutions.com/piya
to develop more detailed models, do simulationsgartbrm additional analysis.
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This document (around 10 pages) should be detaitedgh so that an actual expert system can
be developed from it.

Grade depends on the solutions covered (shouldr dMRANS to satellites), questions asked
(fewer questions are better), and level of defaitwvided for a solution (e.g., the vendor products
to be used).

Additional Information

As stated previously, the decisions and choicesitabetworks are based on the company size

(no. of employees), workload (type of applicatidresng supported), and physical site plan (no.

of buildings, locations, etc.). The system can peacwith an interview in a variety of ways. A

possible flow of the system is:

» First develop a network that is suitable for admompany (30-100 members in a small
building). This should include internal network gmbvide connectivity to the general
Internet.

* Now expand this to medium sized companies (200gs@iple) that may have multiple sites
(the sites may be on one location in a campus emvient, in different states, or a mixture).
This could be thought of as a collection of smafhpany offices, each with 30-100
employees, that are interconnected through a gsailéred network.

* Now expand it to larger (1000 to 5000) employeds V¥acal, national and international
offices. This could be thought of as a collectidismall and medium company offices that
are interconnected through a wireless/wired network

For experimentation, try the following scenarios:

= A small furniture manufacturing company (30 peoplgjh 1 secretary, 5 professional staff,
2 designers , 10 manufacturing people, 3 manggest

= A university campus such as your campus

= An organization of your choice

At the minimum, you may need the following inforreat from the user in the interview :

- Number of employees and type of business (educatanufacturing, finance, etc.)

- Number of workgroups -- a logical group such aepartment (e.g., marketing department,
design group) that does similar work activitiesmeoof these work groups can be inferred
from company type (e.g., manufacturing departmenafmanufacturing company)

- Number of sites (the geographical locations). A gifay consist of one building or several
buildings in close proximity (a campus). One or enaorkgroups may reside on a site.

An enterprise may consist of one or more sites.example, a small company (30-50 employees)
may consist of one site (one building) that maysistnof 2-3 workgroups, each workgroup

assigned to one network segment. A larger compaay consist of several sites where the
corporate site is a campus.

You will also have to determine some workload med&lifferent companies of different types
may have different users in different work groupat are located in different parts of the
network. These will reflect different workload mdsleThis can be described in terms of
following user profiles:

- administrative and secretarial staff — mainly eraativity
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- professional staff (e.g., HR people, sales/margetmgineering support): email activity,
corporate applications, web surfing

- professional and development staff: email actii{y/Ps, web surfing

- managerial staff: : email activity, web surfing

- For each group, you can make several assumptiaesits of traffic (arrival rate,
average message size)
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6. Using PISA for an "Information Systems Analysis and
Design" Course

6.1 Instructor Tips

This could be an IS analysis/design course thatrsosome architecture and integration issues or
architecture/integration course. | have used tevitng additional texts (Umar, A., "eBusiness
and Distributed Systems Handbook: Architecture &mdgration Modules", NGE Solutions,
2004) in addition to the regular systems analgsid design texts (e.g., Satzinger, Jackson, and
Burd, "Systems Analysis and Desig€ourse Technology) to teach these courses. A depara
project, described below, allows the studentssi RISA to develop IS plans, requirements and
integrated architectures for a company. In thiggatothe students use all advisors (PlanIT plus
AIM) to develop a very comprehensive plan.

6.2 Project: Using Computer Aided Tools to Develop IS Plans and Develop
Requirements of a Wireless Shop

Project Description

Walter's Wireless Shop (WWS),is an Atlanta-based small business owned by Wadteo
known as Wally, who wants to exploit the opportiési in wireless communications. After
getting his MBA, he started a device repair, ltegg and distribution business. He has been
doing very well and has opened several stores parek his business. He currently has 50
employees and is partnering with others to streaamgtiusiness. His plans are:

" Next year acquire a small “manufacturing shop” Isat the could design, tailor, sell, and
repair brand new handsets and other mobile devices large scale. He expects to triple
the size of his company next year.

" In two years, he wants to diversify into a widegarof related products (e.g., mobile
device software, iPods, video games, and wirelessarking hardware/software). He is
partnering with retail stores and manufacturerstia neighborhood. The parts and
components will be brought in from suppliers lodatethe Far East.

Walter is thinking big and wants to eventually bmeoa major digital corporation that will serve
as a store front for multiple shops so that po#tististomers order a variety of wireless products
and services through him. WWS will receive theepsdand try to fill them, if he can. Otherwise,
he will route the order to one of his business nmg. The company so far has not used
information technology very much but knows thatwill play an important role in its growth.
You have been hired to help develop an IT strategy plan. He needs help with the following
integration problem.

Experiments

This project will allow you to experiment with tH&ISA (Planning, Integration, Security and
Administration) environment — an intelligent IT plang tool .

Experiment (1) is required (at least one membenfeach team must do this experiment). The
other team members may choose anything from etkgeriments.
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Experimentl: Using PISA to Develop IT Plan for Wally

Use PISA to develop a complete IT plan for Wallgtsop, i.e., do the following by using PISA:
- Document your assumptions

- Develop a model of the company

- Develop an application plan (automation strategmmercial packages)

- Determine the computing platforms needed

- Develop a network model

- Build a security solution

- Build a project plan, port it into MS Project anevelop a PERT chart from it

Review the results produced by PISA and evaluagainst your solution. An evaluation report
will be provided.

Experiment 2: Using PISA to Develop IT Plan for Anéher Company

Use the PISA tool to build a model of another conyp@ick one, you may choose RMO or other

company models in the text) and analyze the reputtduced. Present your findings and evaluate
the plusses/minuses, and suggest areas of improwewaich problems does it solve and which

ones it does not. Clearly discuss. An evaluatigorewill be provided.

Experiment 3: Analysis of Vertical Markets by Usirg PISA

We have looked at horizontal applications (e.g.rkaiing, sales, CRM, HR) that are common to
all industry segments. However, each industry seginas unique applications (e.g., patient care
is unique to healthcare). These applications & lalown asertical applications

The purpose of this experiment is to expose yaal fisw vertical market applications in different
industry segments (e.g., finance, manufacturingjtheare, telecom). This assignment will also
help you to understand business process modelitigraquirement definition issues in a vertical
application of your choice.

You need to pick one vertical application from awlustry segment of your choice and then
develop an understanding of its requirements bggutie PISA environment. Specifically, you
should use the PISA Application Repository (ARyadwiew and update/improve the ‘Information
Models’ of the vertical application (Business Prijeyou have selected. For each application,
the PISA AR contains :

= OQverview paragraph plus a conceptual diagram

= Functional requirements

= One high level use case

= One high level class diagram with methods

= One SSD

= ERDs (for some apps)

Critically review this information and suggest irapements/enhancements based on the
information available on the Internet.

Additional information about the PISA Environmentdaevaluation reports will be provided
later.
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Experiment 4: Integration Problem: Suppose that WWS wants to integrate its ordecgssing
application with front-end users and also with savbackend systems. For front-end integration,
several mobile devices are supposed to access rtte¥ processing system. For back-end
integration, the order processing system needstégrate with several inventory managers that
exist within a large organization (regional andpmoate inventories), at supplier sites and as part
of a trading network. The main idea is to architbés system so that it can be integrated with
many (ideally, any) back-end and external inventomg other related systems. Use PISA-AIM
to develop the integrated architecture.

Experiment 5: Extra Credit: Use the Advanced Capabilities Module of PISA &velop more
detailed models, do simulations and perform adati@nalysis

6.3 Using an Expert System Tool to Develop IT Plans and Requirements

PISA (Planning, Integration, Security & Administration) is an “Intelligent Decision Support
Environment” that helps in developing IT plans amdhitectures. You will primarily work with
PlanIT (Planner for IT) module of PISA in this agsnent.

The main steps needed to complete this assignmediscussed below.

Stepl: Getting Started

= Download the ‘PISA Overview Document’ from the RI®ebsite (ngepisa.com) and browse through
it before starting the exercise.

=  Go towww.ngepisa.comand register. You will get an email to createsarlD and PW.

= Use the ID-PW to logon to the system (ngecacit.co@eate a ‘scenario’ for the company and work
through the system. It is designed to be self emgitary. Use the tutorials, guides and other help
materials. For Help, click on ‘?’ (it appears oregwscreen).

Step 2: Using PISA for Experiment 1 and 2

* Make sure that you are using Internet Explorer — itdoes not work well with FireFox

* Create a new scenario for the IT plan your chasenpany.

* Use the Enterprise Modeler to create a model ottimepany. Use approximations where
needed.

* Use the Application Advisor to outline the applioas used by the shop. For simplicity
and speed, use ERP solutions but also try ‘indaficsolutions.

» Use the Platform Advisor to develop the computifegfprms (computing
hardware/software) to be used by the shop. Usailiefaut try to include wireless
devices.

* Use the Network Advisor to create a network configion. Show the diagram of the
suggested network.

» Use the Security Advisor (SA) to analyze the segwand develop security solutions.
Take the simplest solutions by using defaults ashnas possible.

e Use the Project Planner to generate a work breakddricture and a project plan for the
project.

* Generate the consolidated report that summarizseddbision made by you and review it.
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Complete the "PISA Evaluation Template" shown iteébment A. Discuss the
completed report in the final presentation.

Step 2: Using PISA for Experiment 3

Make sure that you are using Internet Explorer — itdoes not work well with FireFox
Create a new scenario for the vertical market caomed your choice (e.g., healthcare)
Use the Enterprise Modeler to create a model ottimepany. Use a small company with
one site to keep it simple.

In (STEP 2: Business Function Selection and Outsourcing) Of the enterprise modeler,
click on the BF that you want to investigate. Tivil take you to the PISA Application
Repository.

Drill down on the BF to discover the business psses, etc by clicking on subparts.
Most business processes have functional requirenagrat UML models. If you are
interested in something that does not have UMLrdiag, you have the choice of
developing some or choosing another application.

Prepare a report that shows the UML models crdatdelSA and your suggested
improvements. If you developed your own, just déscyour own.

Step 3: Using PISA for Experiment 4

Make sure that you are using Internet Explorer — itdoes not work well with FireFox
Create a new scenario for the IT plan of the compd your choice.

Use the Enterprise Modeler to create a model ottimepany. Use approximations where
needed.

Use the Application Advisor to outline the applioas used by the shop. For simplicity
and speed, use ERP solutions but also use ‘indiVidolutions.

Invoke AIM (Architecture and Integration Moduled develop an integration solution.

Hints and Suggestions

PISA is an early prototype. It has not gone throexgtensive quality control and usability
tests.

The tool is self-contained. It includes an exteaskixplain’ capability that serves as an
online tutorial. The Explain is accessed by| » kon the ‘?’ button on any screen.

It is best first to create a rough model and tremate a more detailed model.

In case you get stuck, hit logout (top bar), logkbia, and access the profile you were
working on. You should be able to proceed withawt problems (famous last words!).
You may get an error ‘Application Error’. This isamly because the Web hosting site
times out, or the advisor gets into trouble. Inecakthis error, click on ‘home’ (this will
take you to the Control Panel from where you carcged). In case, nothing else works,
logout and restart the session with the profile wewe using.

In case of too many problems (show stoppers), sendn email.
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6.4 PISA Evaluation Template

1. General Observations:

2. Did PISA develop the IT plan completely, pdlyi@n percentage), or more.

Indicate if PISA developed the plg What is missing from PISA (nat
completely, partially (in done or not done
percentage), or more correctly/completely)

Enterprise model

Enterprise

application model

Computing

platforms model

Network model

Security model

Project Plan

3. Strengths/Weaknesses of the Tool

4. Suggestions for Improvement:
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AIM Evaluation

1. General Observations:

Did AIM solve the online purchasing problem complet partially (in percentage), or more for

the following:

- Problem exploration
- Requirements doc generation
- Architecture doc generation

2. Compare and contrast the results produced by you versus PISA. Were your
results better than PISA?Justify if so. Use the following table to do the

comparison

Your Results

Results obtained through PI

Business Problem Explorer

Intelligent requirements generator

Integrated Architecture Advisor

Integrated Solution Advisor

3. Strengths/Weaknesses of the Tool

3. Suggestions for Improvement:

Overall Evaluation

1. Critical analysis of PISA

2. Main lesson learned

3. Overall, how useful was the tool for the exercise: L, M, H
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8. Please attach the reports generated by PISA for examination .
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7. Using PISA for an "Enterprise Architecture and Integration
Using SOA" Course

7.1 Instructor Tips

This course can be an architecture and integratmmrse with concentration on SOA. An
example of such a course is the “ArchitecturesGbally Integrated Enterprises” course that
won the ‘Best Course Proposed’ Award from IBM in dember 2007 (see
www.ngesolutions.com/pisa/documenfmage to download the course description). Thdestis
develop a model of a company, develop its appboagilan and then work with PISA-AIM to
develop detailed SOA-based architecture and integraolution of chosen applications. The
students develop a multi-phase SOA architectureusing PISA by transitioning enterprise
applications gradually to PISA (see below for samgdsignments and student deliverables.

7.2 Project: SOA-based Integrated Architectures (100 Points)

Note to the Instructors: This example is somewhatelecom specific because this project was
assigned to the Telecom Enng student at Universityf Pennsylvania. You can easily modify
it to emphasize the non-telecom apps (e.g., CRM) itelecom or use a different industry
segment (e.g., retail).

Mike’s Mobile Shop (MMS), is a Chicago-based small telecom company ownedlike, who
wants to exploit the opportunities in telecommutiaozs, especially wireless communications.
Mike started a wireless device repairs, resellarg distribution business. He later expanded his
business to a wireless service provider (like T-Mybthat serves a small portion of Chicago
population. He currently has 80 employees amghitnering with others to strengthen business.
He is acquiring a small cable company so thatarebe the sole provider of cable plus wireless
services in his area. He expects to double thedizes company next year by using business
partners. He plans to have a corporate centerhinaGo and two telecom service centers in
different parts of Illinois and Michigan. He is iking big and wants to eventually become a
major virtual telecom corporation (vtelco) thatlvekrve as a store front for multiple services so
that potential customers order a variety of telesenvices through him.

Mike wants to support a virtual enterprise. BasycdVIMS will receive the orders and try to fill
them, if it can. Otherwise, the company will rotibe order to one of its business partners. The
company has heard about SOA but does know whataibd how it can be used in the company
growth. You have been hired to help develop an ldhpand a service oriented enterprise
architecture that is based on the latest thinkimghie field. He specifically needs help with
developing IT plans, architectures and integraisoes.

PART A:IT Planning by using SOA (40 Points)

Develop an SOA-based IT plan that shows how inféionasystems can be used for this
company. This view should concentrate on the tyjpenterprise applications that the company
should use, what specifically will these applicatiodo for the company, and how will the
network and web technologies support them (at b leigel).
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Deliverable: A report showing an SOA-based IT plan to be usethe company. The plan (5 to

10 pages) should contain the following informat{each bullet carries 6 points):

= A model of the enterprise that shows about 20 lessiprocesses (BPs) to be used by the
company and where (what sites) these BPs will bipeed.

= An application plan that shows the enterprise apfilin packages (EAPs) that will automate
the business processes. An EAP is a large graweiness Component (BC) that provides
business services. Concentrate on modern C2B Brapplications. Show the application
plan as a matrix with BPs as columns and EAPs&s.ro

= Computer communication platform plan that showscitraputers and system software (e.g.,
operating system., middleware, etc) needed to stufip@applications and the network
(LAN, WAN, wireless) needed to interconnect the poiters. Produce a network diagram
that shows the physical components, where will tiesyde and how they are interconnected.

= An overall architecture diagram based on SOA thais all components (applications,
databases, web technologies, computing platforntsnatworks). In particular, show how
the middleware services (e.g., RPC, RSQL), thientliversus thick client, classical web
technologies (web servers, proxies) and semantic(X®IL and RDF;
http://www.w3.0rg/RDFY will be used in this company.

PART B: SOA for Integrated Architectures (40 points).

The company wants to develop a web-based ordeegsorg system that the customers can use
to order services (e.g., cable access) as wellredupts (e.g., cable modems, BTSs, access
points). The system receives customer requests Welmbrowsers and allows the customers to
order telecom services/products and review or@gust The system also allows the customers to
report problems ("trouble ticket" management).

= Develop an SOA of the application that shows thedbeware technology (e.g., RPCs,
RSQL, Semantic We, XML) and platforms to be uswduilding the application (2 pages,
one diagram, explain what choices you made andetheons for your choice)

= Show where and how Web Services can be used is@®#. Specifically, show WSDL (very high
level) and a UDDI directory for the system.

= The company also wants to integrate its order [@%ing application with front-end users and
several Telecom applications. For front-end intégna several mobile devices are supposed
to access the order processing system. For backatagtation, the order processing system
needs to integrate with several systems (e.g.fangireless and one for cable connection),
at supplier sites and as part of a trading netweok.example, if a user orders a line, the
company may provide it itself or through anothampany. The main idea is to architect this
system so that it can be integrated with many (igleany) back-end system.

Deliverable: A technical report that contains (each bulletiesr7 points):

» Overall SOA of order processing system based oh B&vices and showing all the middleware
technologies.

* An SOA-based integrated solution that shows yotggiration strategies (integration in place, data
warehousing, or migration in this integration pexh). Where and when will you use these
strategies?

« Evaluate a particular architecture for performaseeurity and cost.

e Show how Web Services can be used as an eAl ptatboran Enterprise Service Bus.
Specifically, show WSDL (very high level) for thegpisioning systems and a UDDI directory
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with entries for the provisioning systems so that order processing system can find the needed
inventory system.

PART C: Decision Support for SOA (20 points).

Many companies are struggling with how to plan emegrate their IT systems while keeping up
with new offerings in SOA, Web Services and thewgng technology stack . Some tools are
beginning to appear that can be used for this mapdhese tools (decision support systems)
allow you to build model of a company, and therdguyou through various stages of application
planning, platform planning, network planning, s@guplanning, and architecture/integration.
Ideally, these tools should help you to quickly elep the solution for Part A and Part B. You
should locate two such tools (you will be givenessto one such tool that is currently in a
prototype stage, you will have to choose anotheyaur own). You will evaluate how these tools
can be used to solve Part A and B and completevaluagion form. This exercise will provide
some valuable insights .

Extra Credit: Use the Advanced Capabilities Module of PISA-AlMww.ngepisa.com to
develop more detailed models, do simulations armfiope additional analysis. For example,
develop a detailed return on investment (ROI) aotdl tcost of ownership (TCO) for SOA by
using ACM.

Hints:

You can make the following assumptions about irstegn of order processing with back-end
provisioning systems:
» There may be 3 to 5 different types of provisionsygtems depending on the type of
telecom services needed (e.g., cellular, WiMaxel$i@s, cable, PSTN).

» These systems may be based on different technelagi& different vintages (e.g., at least
one may be a very modern WS-enabled component-lsgsezin, another may be a very
old monolithic legacy system, the others may bbdtween).

» The most valuable part of the provisioning systentsi “circuit database” that contains
availability of different circuits in different ggoaphical locations. Most suppliers
provide some business logic, but WWS may choogevtike its own business logic in
some cases (Wally feels that given the circuit,ihf@can do a better job at finding the
best telecom services for his customers). On tierdand, it is easier for Wally to
remotely invoke predefined functions instead ofdws. You may need to provide for
both (data only or function + data).

» The proposed solution approach should be flexibtaugh for future, yet unknown,
situations. A possible way to handle this is teedep a solution that handles the current
situation and then briefly discuss (one paragrapmost) how this solution can handle
future situations.

Feel free to make assumptions — just state theanlgle
Attachment A: Enterprise Business Pattern for a Telecom Company

Different enterprises perform different business activitiesifiess processes). An enterprise business
pattern, shown in the following figure, captures an ovesiallv of business activities in terms of
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enterprise functional areas (e.g., procurement, corporate managéeayffice operations), the
major business processes in each functional area (e.g., purchadipgyment within procurement)
and the key interactions between these processes. This figure tiieomain business processes (BPS)
of a telecom company. Although different telecom companies pedifenent activities, this pattern

is a common sketch that can be customized by each telecom company.

Such high level views of businesses are of great practical vaiderttify business scenarios and to
conduct quick sensitivity analysis such as the followingf ape BP is eliminated, then what other
BPs will be impacted, b) if an application package that sup@omBP is replaced with another
application, what other applications/BPs will be impactedvhith application, if replaced, will have
the most impact in terms of integration, d) which applicaeiso?accessed by the customer, and e) if an
application is outsourced, what applications will be impactethese views also are the basis of
building information systems architectures and network dedigcause different business processes
may occur at different parts of a company — they need to éedaminected through networks.

Notes:
A service company Warehousing
inherits from products &Distribution
(physical) and thus includes Procurement

3 BFs: SCM, procurement, purchasing | * — | Inventory
& Warehousing/distrib.

A
Service Delivery / i A
- I—
Marketing Telecom payment [*
v t / provisioning \ //
Sales g :
v »| Customer Supply
(order ch -
processing) payment an ‘ a.g
Mgmnt 3 S
A
, Selling Corporate Mgmt Partners,
Chain = —> .
= m Supplier,
Management [ ; o
ga “ g S ! Scheduling Distributors
A
Service
Managemen Telecom General
,/ Back-office | Network - | Telecom General
Customer | || Human Resources Planning Proce?ses
Service ¢ l
A
Bl=Business Intelligence . Network ﬁ"
BMC=Business Monitoring & Control Finance & Acctg Support | < » Network Engg
CP = Corporate Planning
EP = enterprise purchasing Employees, I
KM = Knowledge Management Managers
MC= Monitoring & Control Service Assurance

Figure 1: Enterprise Business Pattern for a Telecom Company

This pattern also helps in selection of enterprise applicatickgges (EAPs) that automate the BPs.
For example, PeopleSoft/Oracle provides application packages daomarh resources and
finance/accounting and telecom companies provide OSSs (see AttadBndiatble 1 shows how
some EAPs may support some BPs. Selecting the EAPkehjillyou determine what type computing
platform services, including web, will be needed. For exanaplélet application would need .Net
services.
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BP1

BP2

BP3

BP4

EAP1

EAP2

EAP3

Sources of Information on OSS Products:
= “TELECOM OSS ENCYCLOPEDIA" http://www.gii.co.jp/english/ie6502 telecom oss.html

=  Umar, A., “eBusiness and Distributed Systems Handbookalfement Module”, NGE
Solutions, May 2003
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7.3 PISA Information - Using an Expert System Tool to Develop SOA-based
and Integrated Architectures

Important Notes:

= This should not take more than 3 hours. At leastraember of each group should do this.
= The deliverable is an evaluation report (2-3 pages report template below) and just say a
few things (one slide max) about the key findings.

Overview

PISA (Planning, Integration, Security & Adminisioat) environment is prototype of an expert

system that supports two major phases:

= IT Planning Phase: develop a solution sketch at enterprise lewéth rough estimates and separation
of issues. This sketch is refined in the next phase

= Architecture and Integration Phase: concentrate on more detailed issues of how dpecif
components of the plan will fit together to fornfuaictioning system by using SOA.

PISA supports these two phases, plus others, thrawg modules: PLANIT and AIM
(Architecture and Integration Module). See the RISverview’ document before proceeding.

Each PISA advisor can be used in two modes:

- Express modethe advisor is an expert system (it has mosh@knowledge), the user has
no/little knowledge. You invoke this mode by simpkessing the ‘Continue’ key where
available.

- Explore mode the advisor is a decision support system, itduase knowledge and the user
also has some knowledge. You use the advisor amseglaying format. This is done by
selecting options, modifying results produced, etc.

A user can use one advisor in express mode andttiee in explore depending on the problem
and the background of the user. For example, awiserknows a great deal about networks but
very little about enterprise applications may use Metwork Advisor in explore and Application
Advisor in the express mode. In the following gasnent, you can use the advisors in any mode
you want.

The Assignment (for Project 2A and 2C)- Estimated Time = 3 hours

Step 1:Start with a telecom company (TTS) and developragete IT plan for this company by
using PISA planning tools. Produce a compositentgjsonilar to Project2A) after working with
the following PISA advisors (you may use the Expma®de first and then use the Explore later):

Enterprise Modeler
Application Advisor
Computing Platforms Advisor
Network Advisor

Security Advisor

Step 2: Use AIM to develop a better understanding of home @application (suggested:

purchasing, similar to Project2B) can be archiaad integrated with other applications. To
accomplish this, do the following (please keep imdnthat AIM is in its very early prototype

stage):
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=  Select the purchasing system by using BusinedsiétroExplorer

= Develop a requirements document for purchasing bgkivg through the Intelligent Requirements
Generator. Use different options in the intervietes develop an understanding of the system
(interfacing applications, etc).

= Develop an architecture document for online purtcitasoy working through the Intelligent
Architecture Advisor. Run through various scenadod options in the interview.

= Evaluate the selected architecture in terms ofgperdnce, cost, and security by using Integrated
Solution Advisor and generate the consolidatedntepo

Step 3; Do a critical analysis of the results (reports) ggated by PISA modules (PlanIT and
AIM) and compare/contrast it with results produgednually by your group. Complete the
following evaluation report to jot down your maindings.

How to get started:

= Download the ‘PISA Overview Document’ from Blackdrd and browse through it before starting the
exercise.

*  Go towww.ngecacit.comand register. You will get an email to createsarlD and PW.

= Use the ID-PW to logon to the system (ngecacit.co@eate a ‘scenario’ for the company and work
through the system. It is designed to be self-exgilary. Use the tutorials, guides and other help
materials. For Help, click on ‘?’ (it appears oregwscreen).

Deliverables

» Critical analysis of PISA by your team as a potrfi Planning and Integration tool. .

» Completion of the "PISA Evaluation Template" shdater. The evaluation should
compare/contrast results produced by you manualisus those produced by PISA.

» Extra Credit: Use the Advanced Capabilities Module of PISA tealep more detailed
models, do simulations and perform additional agialy

Hints and Suggestions
* AlM s an early prototype. It has not gone throegtensive quality control and usability
tests.
* The tool is self-contained. It includes an exteaskxplain’ capability that serves as an
online tutorial. The Explain is accessed by| » kon the ‘?’ button on any screen.
» ltis best first to create a rough model and tresme it into a more detailed model.

* In case you get stuck, hit logout (top bar), loghim, and access the profile you were
working on. You should be able to proceed withawt problems (famous last words!).
» Better documentation is being created and will\@glable soon.

* In case of too many problems (show stoppers), sendn email. (and what happens ?)
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7.4 PISA Evaluation Report

Please use the following framework for evaluatitg§Aand post it on Blackboard Dropbox.

PLANIT EVALUATION for PROJECT 2A

1. General Observations:

a Time taken to develop solution by hand (Projgt2
b. Time taken to develop solution by using Plar¥fo{ect2A)

c. Did PlanIT solve the Project 2A problem comgigtpartially (in percentage), or more.

—

Indicate if PlanIT solved theWhat is missing from PlanIT (nc

problem completely, partially (indone or not done
percentage), or more correctly/completely)

Enterprise model

Enterprise

application model

Computing

platforms model

Network model

Security model

2. Compare and contrast the results produced by you versus PlaniT. Were your results better
than PlanIT? Use the following table to do the comparison and indicate which one is better and

why

Your Results Results obtained through PlanIT

Enterprise model

Enterprise
application model

Computing
platforms model

Network model

Security model

3. Strengths/weaknesses of the Tool

a: Strengths of the Tool
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b. Weaknesses of the Tool

4. Suggestions for Improvement:

5. Documentation evaluation (Explain Capabilities and Overview Document)

6. Did you use any of the following ‘additional services™? Were they of any value?

* Project Planner

» Qutsourcing Advisor

7. Overall, how useful was the tool for the exercise: L, M, H
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AIM Evaluation for Project 2B

1. General Observations:

a Time taken to develop solution by hand (Projgt2
b. Time taken to develop solution by using AIM (jemt2B)

c. Did AIM solve the problem 2B completely, pattalin percentage), or more.

Indicate if AIM solved the problen
completely, partially (in
percentage), or more

nWhat is missing from AIM (no
done or not dong
correctly/completely)

\1%4

Business Problen
Explorer

h

Intelligent
Requirement
Generator

Integration
Architecture
Advisor

Integration
Architecture

Advisor

2. Compare and contrast the results produced by you versus AIM. Were your results better than
AIM? Use the following table to do the comparison and indicate which one is better and why

Your Results Results (Reports) obtained thro
AIM
Business Problem
Explorer
Intelligent
Requirement
Generator

(Requirements
Report)

Integration
Architecture
Advisor
(Architecture
Report)

Integration

Solution Advisor
(Cost estimates
security  issues
performance
estimates)
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3. Strengths/weaknesses of the Tool

a: Strengths of the Tool

b. Weaknesses of the Tool

4. Suggestions for Improvement:

5. Documentation evaluation (Explain Capabilities and Overview Document)

6. Did you use any ‘additional services’ ? Which ones ?

7. Overall, how useful was the tool for the exercise: L, M, H
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