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1. CASE STUDY OVERVIEW

XYZShop, a real life retail-manufacturing company that wishes to stay anonymous', was formed
in 1985 by a small group of engineers in Chicago to build, repair, and sell electronic devices. The
initial business of the company was televisions, radios and calculators. With time, the company
included VCRs and PCs into its product lines. In the 1990s, the company entered into business
partnerships with numerous suppliers around the globe and acquired a startup company that builds
desktops, laptops, network devices (e.g., routers, access points), and personal digital assistants.
XYZShop also formed partnerships with numerous other computer hardware/software vendors
and acquired several retail electronic stores that sell and service network products, increasingly in
the wireless area. These stores also sell, market and service the XYZShop products. In the 2000s,
the company has started thinking about providing technology solutions, consulting, and training
services for mobile and wireless areas. The company management believes in controlled growth,
i.e., systematically explore new markets and diversify by using new products and services after
careful strategic analysis and evaluation of core competencies.

The company headquarters are in Chicago with branch offices in the US, Europe and Asia. The
company has currently about 900 employees and operates many regional offices: Southern (HQ:
Atlanta), Western (HQ: San Francisco), Eastern (HQ: New York), Midwestern (HQ: Detroit),
North Western (HQ: Seattle), European (HQ: Paris), and Asian (HQ: Tokyo). Each region
supports between 5 to 10 local offices (some of these offices are stores, the others are marketing,
training, consulting and support centers). The company wants to outsource some business
functions, plans to buy and rent most of its applications, but also wants to build and re-use some.

This document shows the overall procedure, with numerous screen-shots, the company used to
develop an overall IT infrastructure plan by using PISA. Specifically, the document illustrates
how:

=  Enterprise Modeler helped in developing a high level model of this organization
= Application Advisor aided in automation of business processes through application software

= Platform Advisor recommended computing hardware and software needed to support the
applications

= Network Advisor suggested a wireless/wired network configuration that interconnects the
applications, users, and computing platforms

=  Security Advisor analyzed system vulnerabilities and recommended security solutions

2. BUILDING AN ENTERPRISE MODEL (ENTERPRISE MODELER)

The Enterprise Modeler allows each user to create a model of the company to capture essential
information such as company type, company size, workgroups (WGs), company sites, and
allocation of WGs to sites. This model is used to infer business processes (BPs) because each
industry has a set of commonly used BPs. It also captures business process outsourcing (BPO), a
common way of conducting business at present.

! This case study in fact is based on a combination of two real-life companies. The office locations and products have been
modified slightly for the purpose of simplicity and anonymity.
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Figure 1 shows the first step in building an enterprise model. User defines a business scenario by
choosing a scenario name, size of company, type of industry segment (pull down menu shown),

etc. XYZShop used this screen to define a business scenario of the company.
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STEP 1: Company Profile Basic Data

|*

Please enter scenario of your organization. The information entered here will be extremely important
since the recommendations and decisions made by the 'Advisors' will be based on this data,

For help with business issues, click here for a concise Guide to Small and Medium sized Businesses

ShBs

Name of Scenario

Size of Business (number of employees)

Type of industry Segment

Number of Sites

Site Locations

web Reliance

Mobile Computing and Wireless Reliance

On-demand Services

@ Done

Figure 1: Developing a Business Scenario
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Once a user has made basic selections, an appropriate enterprise business pattern (EBP) is
selected. Figure 2 shows the EBP that was shown for XYZShop. This EPP is fetched from the
Pattern Repository. The repository has a graphic image plus an XML representation of this EBP.
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@ Done

Figure 2: Reviewing the Enterprise Business Pattern (EBP)
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PISA produces a list of business functions (BFs) for the type of industry chosen based on the EPP
shown previously. Figure 3 shows the list of BFs for XYZShop. Notice that the user can
outsource some BFs, delete some by selecting "None' and add some (yellow button at the bottom
of screen).
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1
Corporate Management ®Inhause O outSource O Mane
Custamer Suppart and CRM ®Inhouse O outSource O None
Finance and Accounting @ 1nhouse O outSource O None
Hurnan Resource Management O1inhouse @ outSource O None
Logistics @ 1nhouse O outSource O None
Marketing ®1nhouse O outSource O None
Production ®Inhouse O QutSource O None
Supply Chain Management ®Inhouse O outSource O None
Sales OInhouse @ outSource O None
warehousing and Distribution ®1nhouse O outSource O None
e-sdvertising O1inhouse O outSource @ None
color code!
s Pregefined BFs for the pertinentindustry segrment -- hiue/white
s Other Predefined BFs -- Green B
* User Defined BFs -- Yallow
|Add Predefined Business Functionsl v

@ Done ® Internet

‘4 start

Figure 3: Displaying and Assigning Business Functions
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PISA produces a summary of the enterprise options chosen by the user at the end of Enterprise
Modeler. Figure 4 shows the summary of the enterprise model developed by XYZShop. This
model shows the .BFs that have been outsourced and the ones that are assigned to the sites with
staff assignments. We have not shown all steps of the Enterprise Modeler. The following
enterprise model is stored in the Project Models repository.
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Profile Name: manufl &

Enterprise Model

Per your input, the summary of the enterprise model is as follows:

Industry Segment: Manufacturing
Sites: 2 Local
Mumber of Employees: 56

Reliance on Web: Basic Wehsites

Mobility Requirements: Mo use of mobile computing
On Demand Services: Mone

Summary of Business Functions and Personnel Distribution across the Organization

. . . Personnel
Locations Business Functions

Manager Knowledge Worker Operator

Outsourced |Human Resource Management Not Applicable
Outsourced | Sales Mot Applicable
Corporate Management 1 2 1
sitel Customer Support and CRM 1 & 1
Finance and Accounting 1 B 1
Logistics 1 4 1
Marketing 1 5 1 L4
site2 Production 1 5 1
Supply Chain Management 1 2 5
wWarehousing and Distribution |1 2 7
il
€] Dane  Internet

Figure 4: Summary of Enterprise Model
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3. AUTOMATION STRATEGIES (APPLICATION ADVISOR)

The Application Advisor suggests an application plan to automate the BPs based on the enterprise
model developed by previously. This advisor allows a company to develop an automation strategy
with different options of buy, rent, outsource development, build in-house, or re-use/re-engineer
existing applications. This advisor also helps the user in building an implementation strategy that
shows how automation strategies could be implemented. For example, it helps the user to select
the COTS (commercial-off-the-shelf) application packages that can be bought and suggests an
application service provider (e.g., Corio and SAP) for rental and outsourcing. Implementation
strategies are facilitated through a COTS Advisor that collects information about commercially
available solutions.

Figure 5 shows how the various BFs (business functions) and BPs (business processes) within the
BF for XYZShop will be automated (buy, rent, outsource, etc). This step was used to create
different IS planning scenarios within a given business scenario. For example, a company may
decide to automate all BFs/BPs, outsource all, or a mixture. Very small organizations (e.g.,
SOHOs) may not even need to go to the BP level. This screen leads to other screens (not shown)
that allowed XYZShop to make more detailed decisions.
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STEP 2(b): Select Automation Strategy (Detailed Issues)®

Please select suitable solution strategy for each Business Process,
There are six options including: Manual {no automation needed), Buy Pkgs (Buy Commercial

Packages), Rent from ASP,Inhouse Development , Qutsource Development and Re-Engineer
existing application software, 'Buy Commercial Packages' will be the default option.

If wou cannot choose an option, click on ‘Get Recommendation’,

Flease select desired automation strategy for each Business Process

Solution Automation
Business Function Business Process
Type Choices

Corporate Manual v GetReoommemalmn
Management
Customer Support all ERP Fent from an ASP ecommendatior
and CRM
Finance and all ERP Rentfrom an ASP | (Get Recommendation |
Accounting
Logistics All ERP Buy Pkgs +| [Get Recommendation |
Marketing All ERP Manual w | | Get Recommendation I
Production All ERP Buy Pkgs +| [Get Recommendation |
Supply Chain S

Buy Pkos +| [Get Recommendation |
Managerment Al 25 & . 4
Warehousing and Al ERP Buy Pkgs +| [ Get Recommendation |
Distribution

g X

[#3

=

&] pone

Figure 5: Selection of Automation Strategies
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Figure 6 displays how XYZShop explored and selected application packages and ERP Solutions.
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-~
Following is the list of Business Processes that you have decided to automate by purchasing
packages {from vendors) or renting {from some 4SPs). You can:
Take a ‘default’ selection of products by clicking on "Continue" button at the end of the
page, or
Explore and select suitable solutions from our TechBag by clicking on 'Explore & Select'
button. & list of possible solutions for the chosen Business Processes will be presented. After
reviewing these selections, please click on the ‘Continue’ button to move to the nest step.
Business Processes that you choose to be purchased or rented from ASPs)
Select/Modify Business Business Solution Automation
Function Process Type Choice
Customer Support
and CRIM all ERP Feent from an ASP
FITEIREE AT all ERP Rent from an ASP
Accounting
Human Resource
Bty Pk
Management il e i
Logistics All ERFP By Phos
Production All ERP Buy Prgs
Supply Chain
Bty Pl
Management 2l ERP el 2
Sales all ERP By Phos
Warehousing and
R Bty Pk
Distribution il R ik
e-Advertising all ERP By Prgs
Please click here to view the summary results me]
~
&] pone B Internet

Figure 6: Selection of application packages
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Figure 7 shows the recommended application packages produced by PISA based on the
intelligence gathered so far. The user can receive the explanations (justifications) of the

recommendations and also can explore or modify the recommendations the alternative actions.

XYZShop used this screen extensively to capture its present method of operation (PMO).

£
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= File Edt Wiew Favortes T Address |&] http:j{ngecacit. comjcacit lagin, aspx ¥ EGO .
PISA (Planning. Integration, Security & Administration)
Home I Glossary I Tuterials I Help I Contact Us I Logoff }
Following is the list of Solutions that are Seclected.
+ Click the 'Explain' button to know why
» Click the 'Explore’ button to explore other option or even add you on solutions
Business Function: Gorporate Management
Mot Chosen
Business Function: Customer Support and GRM
# Product Vendar
Microsoft Business Solutions for Field
1 Micraosoft
Service Managemesnt
Business Function: Finance and Accounting
# Product Vendar
Microsoft Business Solutions for Financial
1 Micraosoft
Management- Axapta
Business Function: Human Resource Management
# Product Vendar
Microsoft Business Solutions for HR
1 Microsoft
Management - Axapta
Business Function: Logistics 2

ﬂj Done

e Inkernet

Figure 7: Modifying the Recommendations
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Figure 8 shows the summary of Application Plan produced by the Application Advisor for
XYZShop. Note that the application packages have been chosen from the COTS database.
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Corporate Management

Mone Chosen

Customer Support and CRM

Product Name: Microsoft Business Solutions for Field Service Management

o Vendor: Microsoft
o Product URL: http:/fwww microzoft. com/BusinessSolutions/feldservice aspx

Finance and Accounting

Product Name: Microsoft Business Solutions for Financial Management- Axapta
o Vendor: Microsoft

© Product UEL
hitpffrarw microsoft comBusiness Solutions/ Axaptafinancialmanagement aspx

Human Resource Management

Product Name: Microsoft Business Sclutions for HE Management - Axapta

o Vendor Microsoft
o Product URL: hitpfwwrw. microsoft. comBusmessSolutions/Axaptahrmanagement. aspx

1L aaistics
&) Done & Internet

Figure 8: Summary of Application Recommendations
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4. COMPUTING PLATFORM PLANNING (PLATFORM ADVISOR)

The Platform Advisor goes further by suggesting a computing platform plan that will “host” the
applications selected previously. It performs three major functions. First, it recommends
computing platforms for each site based on the role of the employees (manager, secretarial staff,
professional staff, etc) and the type of activities performed at that site. Second, it performs
interdependency analysis by allocating the application packages to the platforms that support them
(e.g., allocate Windows-based software to the Windows machines, not Linux). Finally, this
advisor helps the company estimate the number of application servers based on a centralized
versus distributed application processing model. In a centralized model, all applications processing
is done on one large machine (or a few machines in the same room) at one site. In a distributed
model, each workgroup or site could use their own application server for local application
processing. This advisor also uses the industry type and size information to determine a “platform
pattern”, i.e., more powerful machines are needed by engineers than clerks.

Figure 9 shows the recommendations generated by the Platform Advisor for the various
Workgroups at the different sites XYZShop. The View/Change Recommendation button allows
a user to view and modify the recommendations. XYZShop modified the requirements and
recommendations to add, for example, wireless users.
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Site # 1: sitel

|

[ Workaroup | UserType | Actions |
1 Corporate Management |F|xed only V| [\ﬁewfchange Rewmendahun]

2 Customer Support and CRM |F|xed only V| [\nwﬁChange Rewmendauun]

2 Logistics Fixed only % \newtChargeRemmemmon'
4 Marketing |Fixed only V| [WaumhameRewmemaumJ
5 Production |Fixed only V| [\ﬁew#ChangeRewmendauun]
& Supply Chain Management |F|xed only v| [\newt()hange Rammemahnn]

Site # 2; site2

Workagroup User Type
1 Finance and Accounting |Fixed only V| [Viewcnarue Rewmemauon]
2 Human Resource Management |Fixed only V| [\ﬁewfchange Rewmendauun]
3 Sales |F|xed only v| [\newcharue Rammemahnn]
4 wWarehousing and Distribution |Fixed only v| [View.rCharge Remmemauon]
5 e-advertising |Fixed only v| [\ﬁewfchange Rewmendahun]

-

v

&] Done ® Internst

Figure 9: Determining Computing Platform Services
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After XYZShop received all recommendations, the platform recommendation summary was
displayed as shown in Figure 10. .It shows the servers, the desktops, and mobile/wireless
computing platforms suggested by the Platform Advisor. The following screenshot shows a small
portion of the recommendations produced by PISA.
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L ServerComfigwation 7
Email Server|OS: v I3 Exchange Server (Ay MicroSoft)
IMicrosoft Windows Server 2003
Hardware:
IBIM x3eries 206 Server
Application  |OS: v Microseft Business Solutions for Field
Server Microsoft Windows Server 2003 Service Management (&y Microsoft)
Hardware: v Oracle E-Business Suite Logistics (By
IBM x3eries 206 (84524s) Server (Pentium 4 3.2 Oracle)
GHz, 512 MB (DDE SDEAMD, 80 GE HDD) v IMicrosoft Business Sclutions for Supply
Chain Management-INavision (hy Microsoft)
Business Function: Corporate Management
3 5 Software
Tl Confi it . -
e aty onfiguration (Applications + Middleware)
Manager 1 Type: wired b S Office XP
Hardware: Dell Dimension 4400 P 1S Outlook Express
O8: Microsoft Windows 2000 b M3 Intermet Exploreré 0
Knowledge Worker 3 Type: wired } WIS Office XP
Havdware: Diell Dimension 4400 ¥ M3 Outlock Fxpress
O8S: Microsoft Windows 2000 b WS Internet Explorer 6.0
Operator 1 Type: wired } IS Office XF
Hardware: Diell Dimension 4400 b MS Outlock Fxpress
OS: Microsoft Windows 2000 b M3 Internet Explorer 6.0 v
& Done & Internet

Figure 10: Recommendations of Platform Services
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5. NETWORK PLANNING (NETWORK ADVISOR)

The Network Advisor suggests a network plan that interconnects the computing platforms by
using wireless as well as wired network elements. This advisor also performs three major
functions. First, it infers the workload at each site by using inferences based on the OM that has
been already constructed by the other advisors. Second, it suggests a network configuration and
estimates bandwidth needed by using queuing network models. For example, it determines
capacity of network devices inside the buildings and estimates bandwidth of connections between
sites depending on the type of connection (wired/wireless) and the distance between the sites.
Finally, it suggests the type of connections and the commercially available network solutions
between local offices, regional office, and the Public Internet by consulting with the COTS
Advisor. The Network Advisor is an “intelligent” system that recommends a network solution by
inferring a great deal of information based on the past interviews with the other advisors. Thus a
user does not have to sit for hours providing all the information. It gathers additional information
from a quick interview and uses the information it has gathered to recommend a solution.

The following figure shows the estimated workload model for different workers in different
workgroups of XYZShop. You can modify the estimated workload (XYZShop did modify a few
workload estimates).

HO O RRAG Ok @ = YBe B B
S it o /i

e T T TR ErTw ETL I I
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You can keep the “default” workload model intact and click subrait if you do not want to modify it, Yo can always core
back and change the workload to see different results.

sits1FA Manager 00 aps (|20 bops
sitel Fh Knowlsdge Worker 200 laps |20 Wops
sitel/FA Operatar 00 heps |20 bops
sits1 HeG Manager 200 wps |20 Wops
sits1 HeC Knowledge Worker 00 aps (|20 bops
sitel HoG Operator 200 laps |20 Wops
site2/HeH Mansger 00 heps |20 bops
sits2HeG Knowledge Worker 200 wps |20 Wops
sits MG Operstor 00 aps (|20 bops
site3MHoG Managex 200 laps |20 Wops
site/Het Knowlsdge Worker 00 heps |20 bops
sits3HG Operator 200 wps |20 Wops
sits3HR Manager 00 aps (|20 bops
site3HR Knowlsdge Worker 200 laps |20 Wops
site3/HE. Operatar 00 heps |20 bops

<

Figure 11: Workload Estimation
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The Network Advisor shows recommendations based on user input. The following figure shows a
table with the following entries based on the XYZShop information:

B - © NRA G O % &

# shows the network number

Campus shows the name of the site (e.g., HQ, site 1, site 2, etc.).

BPs shows the business processes (BPs) to be served by the network.

Previou

Adwizo

Network Advisor

Stepl

Step3 Mest

The Hetwork fdvisor has come up with a recormendation based on the input you have provided. ¥ou can see the details

STEP 2: Display Neiwork Mndzl

arranged by Clampus in the following table.

The table shows networks for different workgroups at different campuses (sites)

1 sitel

» Irvoicing

(3EHT=)45 2000 kbps

Adwisor

2 site2

(23+3=)26 5200 Kops

sited

» Payroll

(30+4=)34 6500 Kbps

Show Diagram Jl Proneed]]

Figure 12: Displaying a Network Model

y
o .

Users shows the total number of users (Wired + Wireless) on the network. For example, (38
+7) shows that 38 wired plus 7 wireless users will be on this network.

Bandwidth shows the total bandwidth, in Kbps, needed by the network to support the number
of users on the network. This helps you to choose a fast enough network.

=

The user can click on the Show Diagram button for views of the network (shown below). Users
can see different aspects of their network by clicking on different icons. .

2A DI~ Microsoft Internet Explorer

(sitel;
© network Detall (sitel
+- @ Network Detall (site>
© network Detall (site3;

© views
- @ Campuses (Company)
© network Detail

Campuses (Company)

iy i

P m W

LI s

Figure 13: Displaying a Network Model (Graphic)
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A user can also use this Advisor to determine the commercial products to support the network
design. The Network Advisor suggested the commercially available network products, shown
below, based on XYZShop requirements.

@Ee-© AR G|L

»

\i‘\? @‘ Search v|

]
“a

v B @

Previouw:

Adwiso

Network Advisor

- L

STEP 3: Displayi

The Hetwork &dvisor has Selected the following coramercially available network products per wour requireraents. You can

see the details in the following table.

selecied Commercial Prmlucis

Mext
Advizor

Bandwidih: J 00 bps
Vendox: Linksps

1 | Linksys Cable/DSL Modem NiA Path: sife
¥ypei:ﬁ'ﬁ'r.e‘l';os2s z;];;ess Pomi Path: sifelf FA
2 | Witeless-B ccess Point opo-agy: abe Devices Attached: 2
Bandwidih: 1] Mbps Load: 0 &Mims
Vendor: Linksps B
Type: Hub o
EtherFast® 100100 16-port Auto- | Ports: 16 g““?' S
" N evices Attached: §
Sensing Hub Bandwidih: 0bps Load: 3.2 Mims
Vendor: Linksps F 3 MEp
Type: Group level switch
4| 5-Port 10/100 Switch ot L5iThe Y]

Devices Attached: 7

LA

Wireless-B ficcess Point

Type: Wireless Access Point
Topology: 02, 11b
Bandwidih: 1] Mbps
Vendor: Linksps

Path: sit2 ¥ He?
Devices Attached: J
Load: 2Mbps

EtherFast® 100100 24-port Auto-
Sensing Hub

Type: Hub

Poris: 24
Bandwidih: }0bps
Vendox: Linksps

Path: sit2 Ji He &
Devices Aitached: 24
Load: & Gifbps

Tama- Fuh

Figure 14: Displaying Communication Products
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The following figure shows the summary of network plan produced by the Network Advisor for
XYZShop.
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Network Summary

(3

The network recommendations are selected based on the organization design, the type of work being done at various sites, and the workload.
The following table and diagram shows the network configuration you have selected:

1 site1 (24+0=)24 17520 kbps
[=] site2 | (20+0=)20 | 14600 kbps |
Haod
)
e
ey
M " M

3 A A A A AN A E A AAN A

Figure: Network Diagram

o - » Wireless Local Loop (LMDS)
Data Rate: 37000kbps

» Mireless Local Looo (LMDSY
&) Done

# Internst

Figure 15: Network Summary
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6. SECURITY PLANNING (SECURITY ADVISOR)

The Security Advisor suggests a security plan that can be used to secure networks, databases,
applications, platforms, and other objects produced so far. In particular, this advisor starts with
the model of the network produced by the Network Advisor and infers some security
requirements from the business processes being supported by various computing platforms. The
user is also guided to secure some sensitive objects such as corporate databases. The main work of
this advisor is to conduct a thorough security analysis based on attack trees. The goal is to identify
security weaknesses by constructing and launching attack trees. For example, the user picks a
“critical” object such as a sensitive database and then launches attacks that could compromise the
database. Each attack is triggered if a pre-condition is enabled. For example, a database cannot be
read by a network sniffer or wireless antenna if encryption is being used. Thus, if encryption is
used (precondition is disabled), then the database privacy attack cannot be launched. .The attack
tree analysis reveals areas of weaknesses for the different objects.

The Security Advisor analyzes the security features of the models developed so far and suggests
a security plan that can be used to secure networks, databases, applications, platforms, and other
objects. This Advisor starts with setting the security requirements for the different “objects”
(resources to be protected) in the network. The following figure shows the objects to be protected
in the XYZShop system (this list is produced automatically). The user can change the defaults by
setting security requirements to be high, medium or low.

» Ty - 7 x

2O O NRAG Lk @ s O BN IR

M —

Previou Security Advisor

Adw
= [3w] B2 = s sor

Stepl: Secure individual objects

Here you set the securtty requirements for different “objects”™ (dewvices, computers, databases,
software packages) in the network.

Following are the vulnerable device/object types. Please specify your secunty requirements and
click the "Continue" button to procesd.

1 Cable/DSL Modem ®Low OMedum OHgh ONone
2 Access Point OLow OMedmm ©High ONone
3 Hub OLow ®Medum OHigh ONone
4 Switch OLow Oldedum OHigh (&1one
5 Router OLow ®Medum OHigh ONone
£ TWireless Host OLow OMedmm ©High ONone
7 Wired Host OLow ®Medum OHigh ONone
& Application Server OLow @&Medmm OHigh ONone

(o]

Figure 16: securing Individual Objects
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This Advisor next suggests solutions for the main objects in the system based on the security
requirements chosen previously. For example, it shows what should be done to protect databases,

applications, network devices, and other vulnerable objects.

The solutions show the type of encryption (e.g., symmetric key, asymmetric key, PKI, digital
certificates), authentication (e.g., ID, PW, secure ID cards), authorization (e.g., authorization
control lists), and other techniques. Figure 17 shows this information for XYZShop. Note that if

you chose higher security requirements, more solutions are suggested (naturally!).

»

El O M ? ﬂ ELI | 7 / , .ﬂ‘ Search » v BGD D

LI - .~ . .
Step2: Display Yulnerahilities/Solutions

The Security Advisor has exarained your network cordiguration and found the following objects with slnerahilities were
found in the network.

Based on the security requirernents (none, low, medinre, high) wou chose in the previous step, the following solutions have
heen proposed by the Advisor. The nuraber of solutions suggested depends on the security requirerments: For exaraple, if you
specified “Mone’, then no solutions are sugzested; for ‘Low’, very few are suggested, for “High” ransy are suggested.

Click on “Select Solutions” to select the suggested solutions (you do not have to select everything sugzested).

Ohject type Wealmess Solutions
Cahle/D5L Modera ¥ Device is not placed in a secure Location. | b Protect the network device by placing in a
¥ Ho Authorization Reguired for access controlled area

» Too much workload to allow jararming b Tum idfpw an for Device access
¥ Replicate to avoid jaraming

Select Solutions

Aeress Point ¥ Device is not placed in a secure Location. b Protect the network device by placing ina
b Too much workload to allow jamriing controlled area
» Mo Encryption b Put network device in highly protected or

b Weal or 1o AuthenticationiAuthorization Qiffieult to reach areas so that the intruders
cannot tarper with ther easily

b Replicate to avoid jaraming

b Ivloee to a more jararing resistant
network such as IPVE

» Extensive duplication

b Accessible to outside nsers

{RandomConectrvity)
b Mo Audit trials

¥ Use maxiroum WEF security features

such as encryption
¥ S5L.VPH (IPSec), Firewalls, WAP/WS

Figure 17: Displaying Security Vulnerabilities and Solutions
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Attack trees are a convenient way to explore potential attacks and thoroughly examine the impact
of weaknesses in the system. An attack tree is simply a tree that is similar to a logical decision tree
that pinpoints what could be attacked, where the attack could happen, when the attack could take
place and what could be the results. Attack trees can illustrate how a single weakness, such as
sending passwords on clear links, can result in multiple threats to your system.

The Security Advisor automatically runs attacks on the objects in your network. The following
figure partially shows the result of running the attacks on the XYZShop network developed so far.
Safe and unsafe show which attacks a network is safe or unsafe from.

e O RGO L H@ “=.[ Upam X0

| N—
a8
Un-Luthorized Person Conmects to the Hub to Access Netwaork
Stes or Dmoge i
Denial of Sexvice
Un-&uthorized Person Connects to the Switch to fecess Network
Steal or Darnage Switch
Deendal of Service
Un-Authorized Person Connects to the Router to fccess Network
Stesox Doge Rt
~

Figure 18: Attack Tree Analysis
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The following figure shows the network diagram for XYZShop with security features added. The
security features are displayed by moving the mouse over certain icons.

-2 DI - Microsoft Internet Explorer |Z”E|E|

O views

B @ Carmpuses (Cormparry ) 1‘

""" © security Details (C4 Secutity Details (Cable Moden)
- @ Network Detal (sitel.
- @ MNetwork Detal (sitel
""" © security Details (Cam
""" @ Security Details (Cabld
- @ Network Detal (site2
""" © Security Details (Cam)
""" © Security Details (Cabld
= @ Metwork Detal (site3

® .
""" @ Security Details (Cam) %
: l 9 9 9

Figure 19: Security Display
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The Security Advisor also displays an audit and control checklist customized for the scenario at
hand. Part of this checklist for XYZShop is shown below.

Audit and Control Checklist
Color coding
The segments in Customized Checklist are color coded to represent the following:
o Ifthe segment is "Black", no change needed to this segment

e Ifthe segment is "Blue'’, you can reduce this segment or even remove it according to
your requirement

e Ifthe segment is "Red"’, you may need to expand this segment according to your
requirements

6.1. Organizational Controls and Security Administration

These controls are intended for the entire firm and address the organizational
structures, policies and procedures.

6.1.1. Documentation of the Information Systems Strategic Plan

e  Management has developed and implemented long and short term plans that identify and
fulfill the organizations strategies

e Information systems security is adequately addressed in the organizations long- and
short-term plans

e The management of the information systems security was established and applied using a
structured approach

6.1.2. Information Security Policies and Procedures

e Information security policies exist
e These policies are adequate to address Privacy, Integrity, Authorization, Authentication,
and Availability (PIA4) in the following areas (circle the ones that are NOT adequately
covered by the policies):
o Web pages
o Firewalls

o Employee Surveillance

o Electronic Banking

Figure 20: Display of a Security Audit List
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A summary report, shown below, is produced at the end of the Security Advisor.

"
siddress [&] httpijingecact comfcack flogn.aspx v | g Go W

L] —~ n »
@ > | \ﬂ E'I | P8 2 Fle Edit ‘iew Favorites T

PISA (Planning, Integration, Security & Administration)

Home I Glossary I Tutorials I Help ICmnnclUsI Logoff ]

Summary of Results

Different types of security choices are made in organizations

The following table shows the Security solutions you have selected:

Object type We

NesSs

Hub Device is not placed in a secure | » Protect the network device by
Location placing in a controlled area
Hub Mo authaorization Required for » Turn id/pw on for Device
access access
Hub Too much workload to allow » Replicate to avoid jamming
Jjamming
Switch Device is not placed in a secure  » Protect the network device by
Location placing in a controlled area
Switch Mo Authaorization Required for » Turn id/pw on for Device
access access
Switch Too much workload to allow » Replicate to avoid jamming
jamming
Router Device is not placed in 3 secure | » Protect the network device by
Location placing in a controlled area
Router Mo Authorization Required for » Turn id/pw on for Device
ACCESS access
»Use ACLs at network device
that are highly protected
Router Too much workload to allow » Replicate to avoid jamming
Jjamming » Move to a more jamming
resistant network such as 1IPVE
Wired Host Unauthorized access to root » keep rooid ID/pw under strong
password/ID security
» require strong authentication
for root ID/pw
Wired Host Inherent weaknesses and bugs | »install latest security patches

in 05

» Add Firewall

@ Done

Figure 21: Summary of Security Solutions
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7. PRODUCING A CONSOLIDATED IT PLAN

PISA PlanIT produces a Consolidated Report that reflects the IT Plan developed by different
advisors.

The report is shown at two levels: a high level summary (snapshot of this summary report is given
below). A detailed summary report is also generated (shown on the next page). The following
figure shows the summary report for XYZShop.

< Report - Microsoft Internet Explorer

Flle Edt ‘View Favorites Tools Help o
O © NEG Pwondrrws @ @3- % @- 1w f 3
Address ‘@ http:f/ngecacit. comfcacitireport, aspfuserid=umariprofilename=manuf 1 hd ‘ Go Links **
Y7 - gv‘ VH searchiweb ~ &7 BHr @ @ ‘ EAMail = @My vahoo! = (Y shopping ~ gy Games + A Music ~ B Answers - »
| Report H + 4dd Tab| (]
ey o e =
Application Packages
Automation Strategy for Business Processes
Corporate Management ® - - - -
Custormer Support and CRM = - - - -
Finance and Accounting *® = = = =
Human Resource Management ¥ = = = =
Logistics x = = = =
Marketing ® = = = =
Production ® = = = =
Supply Chain Management ® = = = =
Sales x = = = =
¥Warehousing and Distribution ® - - - -
e-advertising % - - - -
Master Gantt Chart Wiew Detail
Total Co-operative Networks 2 8 )
Total External Networks
Total Networks Devices 10
Total Netwaorks 11
Master Gantt Chart Yiew Details
Computing Platform Selection v
& Done & Internst

'% start

Figure 22: Summary of IT Infrastructure Plan
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A snapshot of the detailed report for XYZShop is shown below for illustrative purposes (the
report can be quite long). This report was used by XYZShop for several purposes such as the
following:

= Treat the IT plan generated by PISA as a sketch and extend/modify this plan to take into
account the situations not handled by PISA

= Buy products to support the organization
=  Issue bids and RFPs/RFQs (requests for quotations, requests fro prices)

=  Develop a more detailed plan based on this plan.

Final Note: It took XYZShop managers about 30 minutes to produce a completely documented IT
infrastructure plan, including the overall summary plan shown in this document.

3 Report? - Microsoft Internet Explorer

Flle Edit Wiew Favarites Tools  Help i

Q- © 1 & G| Powen feroene @ @3- 00 B -8 B

Address ‘@ http:/ngecacit.comicacitRepart2, aspxPuserid=umariprofilename=manuf 1 v| Go Links *

Yr - 2| v | Seachwen - 2 - @- @ Ml - @My vehoo! - [ Shopping - gy Games + J Music - ED Answers - %

| | Reportz [ + add Tab (%]
-

This report summarzes the results recommended by different components of the system based on the information prowvided in the intervew

1. Enterprise Model

Profile Name: manufl
Enterprise Model

Per your input, the surmnary of the enterprise model is as follows:

Industry Segment Manufacturing

Sites: 2 Local

MNumber of Employees: 44

Reliance on Web: Basic Websites

Mobiity Requirements: Mo use of mobile computing
On Demand Services: MNone

Swnary of Business Functions and Personmel Distribution across the Organization

i . . Personnel
Locations Busmess Functions
Manager | Enowledge Worker | Operator
Corporate Management 1 z 1
Clustorner Support and CEM |1 2 1 3
&] Done ) Internet

Figure 23: Displaying a Consolidated IT Plan
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